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AHHOTALIMSA

Hacrosmuii JOKyMEHT SBIS€TCd HMHCTPYKUMEH MO 3allUIIeHHOMY YJIAJE€HHOMY
MOAKIIFOYEHNIO TMOJIb30BaTene K mnoacucreme «Jlokymentet OMC» rocynapCTBEHHOU
MH()OPMAIIMOHHOM CUCTEMBI 00s13aTesibHOr0 MeauimHckoro ctpaxoBanus (TMC OMC) (nanee
— CucreMa) ¢ HUCHOJB30BAHMEM KBAIM(PUIHUPOBAHHOIO CcepTU(DUKATA KIIOYa MPOBEPKU
AIEKTPOHHOM moaAnucHu (fanee — cepTudukar).

Hactosimass wmHCTpykums He 3aMmeHseT PykoBomcTBo mnoisb3oBatens K Cucreme.
KoMIUIEKT pyKOBOACTB IIOJIB30BATENs pasMmemaerca B pasgene «Meronudeckue
MaTepuaibD»y, JOCTYIIHOM Iociie BxoAa B Cucremy.
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1. IPOBEPKA HACTPOEK APM IIEPE/] IIOAKJIIOYEHHUEM K
I'nC OMC

[lepen HayanoOM MOAKIIOYEHUS HYKHO BBINOJHUTH IMPOBEPKY TEKYIIUX HACTPOEK
APM, tak kak ecnu panHee ¢ 3Toro APMa 0wt HactpoeH noctyn k Ilomcucremam
OnexTpoHHOTO brogkeTa WM aHAJIOTHYHBIM CHCTEMaM HCTOIB3YIONIEM I aBTOPU3ALUN U
ayreHTHQUKaUu npotokos TLS (anrn. transport layer security — IIpoTokoa 3amuTh
TPAHCTIOPTHOTO YPOBHsI), TO B ATOM Clydae JOIMONHHUTEIbHBIX ACHCTBUS IO HACTPOUKE
noaktouenus kK 'UC OMC ne tpebyeTcs.

1.1. IIpoBepka nanuuusa Kpunrtollpo

JI1s1 MpOBEpKU HAIM4UMS yCTaHOBJIEHHOM mporpamMbl Kpunrtollpo otkpolite «Ilanens
ynpasieHus», Haxvure «Ilyck — CiyxeOnbie-Windows — [anesnb YnpapieHus.
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Pucynok 1 Bxoa B nmaHe/b ynpaBJieHUs

ITocne otkpeiTus Ilanenu ynpaBneHust yoeauTech, 4TO HaA HEW IPUCYTCTBYET 3HAYOK
nporpammsl Kpunrollpo.
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Pucynok 2 Ilanesb ynpaBjieHus

JIBOMHBIM Ha)KaTHEM JIEBOM KHOIIKM MBIIIM OTKpoute mnporpammy Kpumnrollpo,
ybenurech, 4TO OHA UMEET BEPCHIO HE HUKE 41 U CPOK JACHUCTBHS JIMIICH3UHN HE UCTEK.

Il Kpwuntolpo CSP d
ANrOpUTMBI EesonacHoCTh Winlogon Hacrpoiiku TLS
ObLyme ObopygoeaHne Cepeuc JononHUTENBHO
I" ) Kpunroflpo CSP | Bepcun npoaykra:4.0.9963 |

Bepcua Aapa CK311:4.0.9019 KC1
© Komnanwa KFMOTO-NPO. Bce npaea 3allMULeHbL.

NuueHzKA
CepHiiHbIR HoMep:

Bnapeneu;:
OpraHusauma:

ICpUK LEHCTEWA MocToAHHEA I
THA MHLEH3NN: KnueHTckan

| BEOA NHLEH3HK. ..
Mepeas ycTaHoBka: 08.09.2020

AzblK

BrifepuTe A3bIK ANA oToBpameHs OKOH
CSP Baweii y4eTHol 3anucu:

<¥YMONJYaHue cucrer -~

BuibepuTe AsbiK AnA oTobpameHnsa oKoH Pycckuii ~
CSP nonb3oBareneil, He 3a4aBLUMX A3LIK
(ymonuaHue cucTemsl):

0K OTMeHa MPHMEHKTE
Pucynoxk 3 Kpunrollpo

1.2.  TIpoBepka ycTaHOBJIEHHBIX CEPTH()PUKATOB

B otkpsiToit nporpamme Kpunrtollpo neperinute Ha Bkiaaky «CepBUC» M HAXKMHUTE
kHOTIKY «IlocMoTpeTh cepTuduKaThl B KOHTEHHEPE.
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2. KpwntoMpo CSP et

ANrOpUTMEI Be30onacHoCTL Winlogon Hacrpoiikn TLS
O6Lme OBopyanoeaHne Cepewc [ononHKTeNsHo

KoHTeliHep 2akpeIToro knloua

3TH MacTepad NOZBONAKT NPOTECTHPOBATR, CKONWPOBATE HAK YOANUTE
KOHTEﬁHEFI SAKPEITOrS KNHYa C HOCUTENA.

MpoTecTupoBaTh... CKONWPOBETE... ¥OanuTk...

CepTuhMKaTLl B KOHTelHEpE 3aKPLITOrD KNKua

3TOT MacTep NO3BOAAET NPOCMOTPETL CEPTUQMKATEI, HAXOARALLWECH B
KOHTEHHEPE 3aKPLITOrO KAKYE, W YCTAHOBMTL WX B XpaHWIMLLe
cepTUdUKATOB.

f MpoCMOTPETE CEPTMNKETEI B KOHTEAHEpE. .. i

MruHbIi cepTrdmkar

3TOT MAcTep NO2BONAET CBA2aTE cepTudukaT Uz daiina c
KOHTEHEPOM 23KPLITOTO KNKUE, YCTAHOBWE 3TOT CEPTHMKAT B
XpaHUAULLE.

YCTAHOBMTE JIMYHBIA CEPTHDNKET...
Maponu aKpeITe KU

3TH MacTepa NO3BOAKT HEMeHWTE Napoau (MWH-Koge!) 3aKpeITex
KHOYEN WK YONUTE 3aM0MHEHHBIE paHee naponu.

WaMeHKHTR napofk... ¥AanuTe 38N0OMHEHHEIS naponu...

oK OTMeHa MpUMEHNTE

Pucynoxk 4 CepBucoi

B otkpoiBHIeMcst okHE HaxkMuTe KHOTIKY «Ilo cepTuduxaty»

|2 CepTudwkaThl B KOHTEHHEDE 3aKPLITOTO KAUA x
KoHTeiiHep 2aKpbITOre Kkua
BeeguTe unu YHIHKTE KEIHTEﬁHEFI 3AKPEITOrD KNKYa 4na npocHMoTpa g

CEPTHRWKETOR B 3TOM KOHTEAHEpe

Mma kniovesoro KD}-FI'EI-"]HEFIE:

|| 0bzop...

BEEASHHOE MMA 3343eT KNKYEBOH KOHTERHep: Mo cepTHDUKATY...
@ Monbz0BaTENA
KomneoTepa

Bribepute CSP 4NA NOMCKA KNHYEBLX KOHTEHHEpOE:

Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider R

< Hazag Lane

OTMeHa

m

Pucynoxk S IIpocmorp ceprudgukaros

B otkpsiBHIeMcst OkHE YOEIHMTCS YTO B CIHUCKE CEpTU(PUKATOB €CTh Ball JIUYHBIN

cepTuduKkaT U eciu ecTh, TO BbIOpaTh €ro W Haxartb KHOOKY «llocMoTpeTh cBolicTBa
ceptudukaTay.
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KoHTefiHep 2aKpbITOro KAKUa E
n -

EBezsonacHocte Windows *

Beibop cepTudumkara

BribepuTe cepTudukat us xpaHuanwa "flnuHoe" Tekyuwiero
no/L20EaTens.

Tectoeslid MNonbzoeatent MNonkzoBaTenLeBMY

Mzpatens: TectoBbi noguMHeHHbIi YL OO0
“"KPUMTO-MPO" TOCT 2012 (YL 2.0)

NeiicteButener c: 05.10.2020 no 05.01.2021

MNpocmoTpeTs ceoiCTBa cepTUdmKaTa

Bonbue BapHUaHTOB

OK OtmeHa

PucyHnok 6 Bb100p cepruduxara

[Tocne BB HaxaTusi KHOMKH OTKPOETCS OKHO cepTU(dHKaTa, B KOTOPOM HYKHO
yoenutcs yto ceptuduxar JleicTBureneH (T.e. HET COOOIIEHHUI O TOM, UTO cepTUPUKAT HE
JEHCTBUTEINICH WIM K HEMY HET JJOBEPHSI ), YTO y HEr0 HE UCTEK CPOK JICHCTBUS U YTO OH YMEeT

IMPAaBUJIBbHYIO HCIIOYKY KOPHCBBIX ITPOMCIKYTOUYHBIX CGpTI/I(l)I/IKaTOB KaK ITIOKa3aHO Ha pPUCYHKC
HUWIKC.

n Certificate Details X a Certificate Details x

O6wme Cocrae [MyTe cepTrduKaLMm O6wwe Cocrag [MyTb CepTHEUKALMM

MyTb CEPTHRHKALUM

R Ceenenna o ceprudukare _DJ Murkomceazs Poccun
5] AD "N "CKE KowTyp"
3ToT cepTidHUKaT NpeAHazHayaeTCa Ana: EREADHyp6a Anexcanap BnaguMupoBiy
« [oAgTeepHaaeT YAANEHHOMY KOMNBHITEPY ~

MAEHTMPUKALHIO BALLErD KOMMbIITEpa

* 3ALMLLEET COOBLIEHMA 3NEKTPOHHOM NOUTSI

= Knacc cpeacTea 3N KC1

» Nonbzoeatent Lextpa Peructpaumd, HTTE, TLS kanent v

KoMy BblaaH: Kyp6a Anekcanap BaaMMHpoEny

Kem BoigaH: AQ "N "CKE KouTyp"
MpocraTp cepTuduKaTa
NeiicrenTened ¢ 15.10.2020 no 15.10.2021
CocToAHne cepTudukaTa:

T Ecto sakpuimeiii kitou ans 3Toro ceprudmkara.

STOT cepTWMKAT efCTBUTENEH.

YCTaHOBHTL CEpTMqJMKET... 3aABNeHHe NOCTaBLLUMKE

PucyHnok 7 JledicTBUTEJIbHBINA CePTU(PUKAT

Ecnu BeimonHeHb! Bce ycioBus nmyHKToB 1.1 m 1.2 TO mampHEWIMHMX HACTPOCK IO
noakaoueHuro kK 'MMC OMC nHe TpebyeTcs.



2. TPEBOBAHUA K ATIITAPATHO-TEXHUYECKUM U
INPOI'PAMMHBIM CPE/ICTBAM

2.1. TpeGoBaHUsA K TEXHHYECKOMY 00eCIeYEeHHUI0

JUis ~ aBTOMAaTHU3MpPOBAaHHBIX  pabouumx  MecT  momb3oBareneit  CucTeMBI
YCTaHABIMBAIOTCS CIEAYIONNE MUHUMAJIbHBIC TEXHUYECKHE TPEOOBaAHNUS:
1) ITpoueccop ¢ TakTOBOM YacToTOM He MeHee 1,2 MI'1, He MeHee 2 sizep.
2) O0BbeM onepaTUuBHOM MaMsTH, He MeHee 2048 MO;
3) O6beM kecTKOro aucka, e menee 50 I'0;
4) KnaBuatypa, MAaHUITYJISITOP THIIA MBIIIb;
5) Monutop SVGA (rpadudeckuii pexuM JO0DKEH UMETh pa3peliecHHe HE MEHee
1024x768);
6) USB-nopT;
7) KanuduuupoBaHHbIii cepTUPUKAT KITF0YA MPOBEPKH FJICKTPOHHON MOIIMTUCH.
Ha pabGouem mecte monKeH OBITh TPENOCTaBICH JOCTYN K ceTh MHTepHeT co
CKOpOCThIO HE MeHee 10 MoOut/cek.

2.2. TpeGoBanus kK NporpaMMHOMY 00ecIe4eHNI0

[Iporpammubie cpeicTBa, Tpebyembie s oOecrneuenuss padbotel B Cucreme u
BO3MO>KHOCTH MOAMUCAHUS IOKYMEHTOB 3JIEKTPOHHOM MOJIUCHIO:

1) Hurepuet-Opaysep «Sumekc.bpayzep» unu «Google Chromium GOST Bepcus
86.0.4240.111 u BeImIEe» ¢ MOAECPIKKON OTEUECTBEHHON KPUTITOrpadui;

2) Omneparnonnas cuctema: Windows 7 u BsllIie;

3) Ceprudunuposannas sepcust «Kpunrtollpo CSP» Bepcust 4.0 u Bbiie (B CBA3M C
nepexomom Ha 'OCT P 34.10-2012)

4) Kpunrollpo DIIT Browser plug-in Bepcus 2.0 u Bbiie

2.3. TpeGoBanus k cepTU(PUKATY IEKTPOHHOM MOANMUCH

Jlns  yTBepxkaeHus (MOANMHUCAHUS) JOKyMEHTOB B CHcTeMe MOIXOAUT JIIO0OH,
BBIJIAHHBIN aKKPEIUTOBAHHBIM YIOCTOBEPSIONIUM IIEHTPOM, ACHCTBYIOMHMA cepTUdUKAT
AIEKTPOHHOM MOAMUCH IOPUIUYECKOTO JHUIA ¢ YKazaHueM (hU3UUecKoro juna (Biajaenbiia
ceptudukara), JIEUCTBYIOIIEr0 OT HMMEHH HOPUAUYECKOTO JHMIA HAa OCHOBAaHUU
YUpEAUTETbHBIX JOKYMEHTOB WA IOBEPEHHOCTH.

Ceptudukar, B HEpBYIO ouepelb, TpeOyeTcs sl pPEerucTpaldd B TMOACUCTEME
Joxymentst OMC u Bxoza B moacuctembl Jlokymentst OMC, ET/I u [Toptan Metoaudeckue
Matepuanbl CUCTEMBI, a TaKXKe, €CJIM MOJIb30BaTeIb HAJEJIEH MpaBaMu, JJisl IOPUIUYECKU
3HA4YMMBIX JAeicTBUM B moacucteme Jlokymentst OMC.

B cootBerctBumn c llpukazom ®Cb Poccum ot 27 nexadps 2011 r. Ne 795 «O6
yTBepxkeHun TpeboBanuii k hopme KBaTMPUIIUPOBAHHOTO cepTUUKATA KITI0Ua TPOBEPKHU
AIEKTPOHHON MOAMUCHY CePTUPUKAT OPUANUECKOTO JUIIA TIOJKEH COAEPKATh:
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® YHUKAJIbHBIA HOMEP KBATU(UIMPOBAHHOTO CEPTU(DUKATA;

® J1aThl HaYaJIa U OKOHYAHUS JEUCTBUS KBATU(UIIUPOBAHHOTO CePTUPUKATA;

® HAUMEHOBAaHME M MECTO IOPUAMYECKOTO JIHMIAa, a Takke B clydasx,
npeaycMoTpeHHbIX DenepabHbIM 3aKOHOM, (aMUIIKS, UMSI U OTYECTBO (€CIIH
uMeeTcsi) (PU3MYECKOTO JIMIA, JEUCTBYIOIIETO OT HWMEHHU Biajeiblia
KBaJTU(UIMPOBAHHOTO cepTU(PUKATA - FOPUAUYECKOTO JHUIlA Ha OCHOBAHUHU
YUPEIUTEIbHBIX JOKYMEHTOB IOPUANYECKOTO JIUIIA WK JIOBEPEHHOCTH;

® OCHOBHOW TOCYIAapCTBEHHBI perucTpanioHHeiii Homep (manmee - OI'PH)
IOpUIMYECKOTO JIMIA - BJIaJIeNIbIla KBATU(DUIIUPOBAHHOTO CepTUDUKATA;

e ICHTU(DUKAIMOHHBIA HOMEp  Hajoromiarenpimuka (mamee -  HMHH)
IOpUIMYECKOTO JIMIA - BJIaJIeNIbIla KBATU(DUIIUPOBAHHOTO CepTUDUKATA;

e itou nposepku JlI;

® HauWMEHOBAHME UCTOJIB3yeMoro cpeacTBa DIl u (unu) ctaHmapThl, TpeOOBAHUSIM
KOTOPBIX COOTBETCTBYET KIt04 DI u kirou mposepku IlI;

e HauMmeHoBaHus cpenctB Ol u cpeactB akkpeautoBanHoro YII, kotopeie
UCMOJIb30BaHbl 11 co3aaHus kimroua Ol kimroua mposepku Il
KBAIM(PULIUPOBAHHOTO cepTUuUKaTa, a TakKe pPEKBU3UTHI JIOKYMEHTAa,
MOJITBEPXKIAIOIIETO  COOTBETCTBUE  YKAa3aHHBIX CPEACTB  TPEOOBAHUAM,
YCTAHOBJIEHHBIM B COOTBETCTBUU ¢ DenepanbHbIM 3aKOHOM;

® HAUMEHOBAHME U MECTO HAXO0XIEHUSA aKKpEeIUTOBAaHHOTO Y1I, KOTOpbIN BbIIAT
KBaIU(UITMPOBAHHBIN cepTU(]UKAT;

e HOMEp KBATU(UIMPOBAHHOTO cepTUdHUKaTa akkpeauToBanHoro Y1I;

® OrpaHUYCHMS MCTIOJIb30BAHUS KBATU(HUIIMPOBAHHOTO cepTrdUKaTa (€ClIu TaKue
OTpaHUYEHUS YCTAaHOBJICHBI).

Kpome Toro, mist pa6otsl B moacucreme «Jlokymentst OMCy» cepTudukat n0mKeH
umeth gomnonHutenbHoe mone CHWJIC (snils), ¢ ykazammem Homepa CHUIIC

YIIOJIHOMOYCHHOTI'O JIMIia — BJIAJACJIbIa CCpTI/I(i)HKaTa.

2.4, Yro nenarsp, ecau 'y Bac Het geiicTBy01Iero ceprupukara 3j1eKTPOHHOM
NOANUCH
st yTBepkeHus: (MoAmucanus) JOKyMeHTOB B CucteMe HEOOXOAUMO MOJYYUTh B
akkpenuToBaHHOM Y1, neficTByromuii cepTUdUKAT dIEKTPOHHONW TMOAMUCH IOPUINIECKOTO
TUIa ¢ yKazaHueM (pusznueckoro iwmia (Biaaenbia ceptudukara), IeHCTBYIOMIETO OT UMEHU
IOPUINYECKOTO JIUI]a HA OCHOBAHUH YUPEIUTENbHBIX TOKYMEHTOB UJIU JOBEPEHHOCTH.



2.5. Hacrpoiika nporpaMMHOro odecrne4eHus

2.5.1. Ycranoska kpunronposaiiaepa «Kpunrollpo CSP»

1. Jlna ycranoBku kpunronpoBaiinepa «Kpunrtollpo CSP» Ha pabouem Mecte
[Tonp3oBaTenss HEOOXOAUMO BBIIOIHUTH CIECIYIOIUE TEHCTBUSA:

e 3arpys3uTe U 3allyCTUTE YCTAHOBOUYHBIN (aiin cepTuduinpoBaHHON Bepcuu
«Kpunrollpo CSP», nocTynHbIN 111 CKAUUBAHUSA IO aPECY
https://www.cryptopro.ru/products/csp/downloads. OKHO IpUBETCTBHS
ycranoBiuka «Kpunrollpo CSP» npencraneno Ha pucynke (Pucynox 8).

X

2 Kpunrolpo CSP 4.0.8963

bnaroaapum 3a Beibop Kpuntolpo CSP.

MpoaoA#anA YCTAHOBKY, Bbl NPUHUMAETE YENOBHUA JIULLEHIMOHHOTO COPNELLIEHNA,
MpoayKT BYAEST YCTAaHOBNEH C BPEMEHHOH NMLEHINel Ha 3 MecAua.

—> Yc1aHOBWTb (peKoMeHayeTcs)
MpoaykT ByaeT ycTaHosAeH B koHgurypauwmn KC1 v Asbikom
0MepauMoHHOR CACTEMBbI C HACTPOWKAMKW NO YMONYEHWH.

— JononHWUTEeNbHbIE ONUKK
Mo3BonAeT BuIGpaTh KoHUrypaumio KC v AsbIK

[“] YeramoeuTs kopHessie cepTuduraThl

Pucynok 8. Oxno npuBerctBusi «KKpuntolIPO CSP»

e Haxxmure kHOIIKY «Y cTaHOBUTBY. [lociie 3aBepiieHus mpouecca yCTaHOBKY U
HacTpoiiku «Kpuntol IPO CSP» nosiButcst cooOrienre 00 ycnenrHol YCTaHOBKe

(Pucynok 9).

Kpuntolpe CSP Iﬁ

Kpuntolpo C5P yonewHo ycTaHoBAEH,

L

Pucynok 9. Ycranoska «Kpunrollpo CSP»

[Tpu ycranoBke nporpammel «Kpunrollpo CSP» moxer OBITH 3ampoIieH JTUICH3NOHHBINA
KJTFOY, KOTOPBIN TIOCTABIISIETCSI ¢ YCTaHOBOYHBIM TTakeToM «KpunrolIpo CSP.

3ameuanue: Bo3MoxkHbl npoOieMbl npu Bxoae B Cuctemy, B clilydae, €CiM MporpaMma
«Kpunrollpo CSP» He akTnBHpOBaHa U (WIH) UCTEK MPOOHBII MTEPUOS.
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e Jlanee, ecnu B KaueCTBE HOCUTENIS KIIFOUEBOM HH(POpMaALIMU cepTHUPUKaTa
noJib3oBaTesa ucnoiaszyercs flash-nakonurens win quckera, 3amycTUTe
«Kpunrollpo CSP» (ITyck/Bce nporpammsl/Kpunrollpo/Kpunrollpo CSP).

e Ortkpoiite BkIaaky «O0opyaoBaHue», HAKMUTE KHOTIKY «HacTpouthb
CUUTHIBATENN». B mosiBUBIIEMCST OKHE, BEIOEpUTE MMYHKT «Bce cheMHBbIE TUCKI
(Pucynok 10).

’ .
|\ ¥npaenexme cumMTbiBaTEAAMM ﬁ

CuMThIBETEMM

LoBaBTE. .. YAanTe CeoiicTea

| [ OK H OTMEHE ]

| 3

Pucynoxk 10. Hacrpoiika cuntbiBaTeJiei

e Haxwmute kHONKY «J/{00aBuThY». Eciiu kHOTIKA 100aBUTh HEAKTUBHA, TIEPEHIUTE
BO BKJIAAKY «OO0IIME» U HAKMUTE KHOIIKY «3allyCTUTh C TIpaBaMu
aIMUHHUCTPATOPAY.

e B okHe «MacTtepa yCTaHOBKM CUUTBHIBATENS HAXKMUTE KHOMIKY «/Jlanee».

¢ B nosiBuBIIEMCSl OKHE BHIOEPUTE CUMTHIBATEINb, COOTBETCTBYIOMIUN USb-TIOPTY,
KItoueBoMy Hocutento Ha flash —HakomuTene mim quckoBoIy THOKHMX JUCKOB
(mucker).

e B okHe «Mactepa yCTaHOBKH CUMTBIBATEII HAXKMUTE KHONIKY «Jlanee» u
«I"oToBOY.

2.5.2. YcranoBka n HacTpoiika Kpunrtollpo SIIIT Browser plug-in

Jliist Toro, 4ToOBl ycTaHOBHTHh M HacTpouTh Kpunrollpo DIIIT Browser plug-in na

pabouem Mecte [lomp3oBarenss mepedANTe TO CCBHUIKE ISl  CKAYMBAHMS:

https://www.cryptopro.ru/products/cades/plugin.

B cnydae ncnonb3oBanusi ”HTEpHET-Opay3epoB «CnyTHUK» Wi «SHaekc.bpaysep» c
MOAJACPKKOM OTEYECTBEHHOM KpunTorpaduu JOMOJHUTEIBHO HEOOXOAMMO B YKa3aHHBIX
UHTEepHET-Opay3epax ycrtaHoBUTh pacuiupenue «CryptoPro Extension for CAJES Browser
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Plug-iny», JTOCTYITHOE B «HTepHeT-Mara3uxe chrome» o anpecy
https://chrome.google.com/webstore/detail/cryptopro-extension-for-
c/iifchhfnnmpdbibifmljnfihpififfog

1. Jlnst mpoBepku koppekTHocTu ycTaHoBkU «Kpunrtollpo DUII Browser plug-in»
HEO0O0X0UMO MIPOUTH 110 YKa3aHHOMY anpecy
https://www.cryptopro.ru/sites/default/files/products/cades/demopage/cades _bes_sample.htm
l.

Ecnu yctanoska Kpunrollpo D11 Browser plug-in npoiiia ycrnemHo, mosBUTCS OKHO
¢ Haamucero «llmaruH 3arpyxeH», ykasaHueM €ro BEpCHM U HUcCnoib3yemMon Bamu Bepcuu
Kpunrollpo CSP (Pucynok 4).

A\ : e

NMarvH zarpy#eH

(Jé BepcwA nnarkda: 2.0.14071 BepowA kpynTonpoeadgepa: 4.0.9963

Kpuntonpoeawgep: Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

Pucynok 11. IlpoBepka 3arpy3u njiarusa

2.5.3. YcranoBka JpaiiBepa HCHOJIb3yeMOI0  HOCHUTEJISl  KJIOYeBOW
HH(pOpPMAIUHU CePTUPUKATA MOJIb30BATEIA

Ecaiu B kadyecTBE HOCHUTEIS KIIHOYEBOU I/IH(i)OpMaHI/II/I CCpTI/I(i)I/IKaTa IIOJIB30BaTCIIA

ucrone3yercss Hocuredb tuma eToken (JaCarta) wim Rutoken, HeoOX0mMMO BBITOIHHUTH
YCTaHOBKY JpaiiBepa cooTBeTcTBYyIoMIero Hakonutens B OC (ecnu panee He ObLT yCTaHOBIICH).

Ecnm HeoOxomuMeblii ApaiiBep HE YCTAaHOBJICH, HEOOXOIMMO:
a) /JlpaiiBep Hocutesst Tuna Rutoken
1. 3arpy3ure W 3amycTUTE YCTAaHOBOYHBIM (haiijl, JOCTYNHBI Ha CTpPaHHIIC

http://www.rutoken.ru/support/download/drivers-for-windows/. OxHO PUBETCTBUS
yCTaHOBIIHKA ApaiiBepoB Rutoken npencraBieno Ha pucynke (Pucynok 5).

12


https://chrome.google.com/webstore/detail/cryptopro-extension-for-c/iifchhfnnmpdbibifmljnfjhpififfog
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https://www.cryptopro.ru/sites/default/files/products/cades/demopage/cades_bes_sample.html
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http://www.rutoken.ru/support/download/drivers-for-windows/

ﬁ Jpakeepn Rutoken i u
PYTOKEH"®

Bac NpUBETCTBYET NPOrpaMMa YCTaHOBKH
[paiieepoB Rutoken

MporpaMma yoTaHoeuT [paisepsl Rutoken Ha KoMnetoTep.,

[NA NPoAOMHEHMA HEMMUTE KHoMKy “[anse”,

< Hasan uanee = J [ OTHeHa ]

Pucynok 12. Dxkpannas popma npuBeTcTBHS YCTAaHOBIIMKA aApaiiBepa Rutoken

2. Haxwmute kHomky «Jlanmee». Ha skpane oroOpaszutcsi n1uanor o roTOBHOCTH K
BBITIOJIHCHUIO YCTAHOBKH JpaiiBepoB (PucyHOK 6).

ﬁ lpaiieepn Rutoken - i u
MNporpamMma roToBa K yCTaHoBKe [paiisepos Rutoken PmKeH @&

HaokMMTeE KHOMKY “¥CTaHOBMTE ", Y4ToDbI HEYaTE YCTaHOBKY.

HaskMuTe KHoniky “OTMEHa ™ ANA BEIXOAS W3 NPOrPaMMel,

InstallShield

< Haszag “ YCTaHoBUTE | [ OTMeHa ]

Pucynok 13. Coo01ieHue 0 rOTOBHOCTH K BbINOJHEHUIO YCTAHOBKH JIpaiiBepoB

3. Haxxmute kHOTIKY «Y cTaHOBUTHY». HauneTcs ycranoBka npaiiBepoB Rutoken na APM
MOJTK30BaTENsL. Y CTAHOBKA MOYKET 3aHATH HECKOJIBKO MUHYT, HH(OPMAIIHS O TIPOTPECCe YCTAaHOBKU
BBIBOJIUTCS B OKHE, TIPEJICTABIICHHOM Ha pucyHke (PucyHox 7).
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) Npaiiseps: Rutoken [
YcravoBka [lpansepos Rutoken PmKeH @

£ Mo#anyicTa, A0 AMTECE OKOHYEHWA YCTaHoekM [Apaisepos Rutoken,
3TO MOKET ZEHATE HECKOMBKD MUHYT.

COoCTOAHKWE YCTaHOBKM!

- -

Installshield

| < Hazan || Janee = |

Pucynok 14. Oxno, nunopmupyoinee o mporpecce yctaHoBku apaiiepoB Rutoken

[Tocrne 3aBepiiieHUs1 yCTAaHOBKH IOJIB30BATENIO OYIET BBIBEIEHO COOOIIEHNE 00 yCTIeITHON
yCTaHOBKE JIpaiiBepoB, MpeCcTaBiIeHHOe Ha pucyHke (PucyHok 8).

%) Apaiieepui Rutoken — . I S|

PY"'O KeH ® [Apaiieepbl Rutoken ycraHOBNEHbI yCniewHo!

Mporpamma ycnelwHo ycTaHosuna [paisepel Rutoken.
HaxkmuTe KHONKY “ToTOBO" ANA BbIXOAa M3 NPOrPaMMbl.

| <Hesan |f_ Tfovoso. § | Ommera |

Pucynok 15. Coob1menue 00 ycneuHoii ycranoBke apaiisepoB Rutoken.

4. Haxxmute kHOmKy «['oTOBO». OKHO ycTaHOBIIWKa npaiiBepoB Rutoken Oymer
3aKpBITO.
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S. B caywae mosiBAeHHMs — Aguaiiora O HEOOXOAUMOCTH  IMepe3arpy3Ku
aBTOMATU3HUpPOBaHHOrO pabodero mecta [lonbp3oBaTens, OTBETUTh OTPULIATENBHO.

b) paiiBep Hocutens Tuna eToken (JaCarta)
1. 3arpysute u 3amycTUTE€ YCTAHOBOYHBIM (hailil, AOCTYNHBIA Ha CTpaHULE

https://www.aladdin-rd.ru/support/downloads/jacarta/. OxHO TPUBETCTBUS  YCTAHOBIIHMKA
npaiiepa eToken npencraBneno Ha pucynke (Pucynok 9).

4 eToken PKI Client 5.1 SP1 Setup 1 SRR X
eToken '

Welcome to the eToken PKI
Client 5.1 SP1 Installation Wizard

The Setup Wizard will install eToken PKI Client
5.1 5P1 on your computer.
eTaken

PKl...

[ Mext = ] [ Canicel ]

Pucynok 16. Dxpannas (popMa npuBeTCTBUS YCTAHOBIIUKA apaiiBepoB eToken

2. Haxxmute kHonky «Nexty». Ha sxpane mosiBUTCsS 1uayior BeIOOpa s3bIKa, KOTOPBIi
Oynet ucnonb3oBaH B ycranaBauBaemoM [10 (Pucynoxk 10).
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4 eToken PKI Client 5.1 SP1 Setup (= o S|

ﬁ( Ready to Install the Application
eTO en Select the language for eT oken PEI Client.

Select eToken PEI Client interface language:

English -

Click Hext to begin installation.

I < Back I[ Mext > l [ Cancel J

Pucynok 17. OxHO BbI0Opa fI3bIKa NPOTPAMMbI, YIPABJISAIOIIEH KIYeBbIMHA

Hocurejasamu eToken

3. B mone BeiOepute si3bik «Pycckuit» n Haxkmute «Nexty. Ha skpane mosiBUTCS

JTUAJIOT JIUIEH3UOHHOTO cornamienus (Pucynok 11).

(Pucynox 12).

) eToken PKI Client 5.1 SP1 Setup (=] )
End-User License Agreement
ETD‘T(E n Pleaze read the following license agreement carefully.

ALADDIN ENOWLEDGE SYSTEMS LTD.
eTOKEN ENTERPRISE END USER LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT
CAREFULLY BEFORE OPENING THE PACKAGE ANDVOR USING
THE CONTENTS THEEEQOF AND/OE BEFOEE DOWNLOADING OR
INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS FOR AND
USE OF THE eTOKEN ENTERPRISE PRODUCTS (mcluding without
limitation, libraries, utiliies, diskettes, CD-ROM, eToken™ keys and the

arrrnantnr tacrhiical Aamsantation’ Tharamafrar "Deadnct™ STTRDRT TR

@ accept the license agreement
' | do not accept the license agreement

[ < Back J[ Mext > ] I Cancel I

Pucynok 18. OxHO mpocMOTpa JIMIIEH3MOHHOTO COTJIALIIEHUS

4. Bri0epere myHKT «I accept the license agreement» u HaskmuTe KHOTIKY «Next». Ha
DKpaHE TOSBHUTCS TUAIOT BBHIOOpA MYTH YCTAaHOBKA KOMIIOHEHTOB ycTaHaBiuBaemoro [10
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18] eToken PKI Client 5.1 SP1 Setup P - L=l = -S|

T 1 Destination Folder
€ {-ﬂ-(e n Select a folder where the application will be installed.

Setup will install the eToken PRI Client 5.1 5P1 files in the following folder.
Toinztall in a different folder, click Browse and navigate to the required folder.

Y'ou can chooze not to install eTaken PEI Client 5.1 SP1 by clicking Cancel to exit the
Setup.

Drestination Folder

C:A\Program FileshAladdinbeT okenh Browse

| < Back |[ Mest » ] | Cancel |

Pucynok 19. OxHO BbIOOpa MyTH /151 YCTAHOBKH NMPOrPaMMBbI
5. OcTaBbTe MyTh YCTAHOBKM IO YMOJYAHUIO JTUOO M3MEHHTE Ha HEOOXOIUMBIM.
Haxxmute xkHOIKY «INexty».
Haunercsa ycraHOBKa mporpaMmsl M JpaiiBepoB. /[lmamor mponecca yCTaHOBKH

npejcTaBiieHo Ha pucynke (Pucynok 13).

ﬁ eToken PKI Client 5.1 5P1 Setup =

T 1 Updating System
€ Oq'ke n The zelected features are being installed.

Copying new files...

File: akzup.int
Directary: C:\Windowshepstem32hSetuptbladdinteT oken'
Size: 4545

Time remaining: & seconds

Pucynok 20. IIporpecc ycranoBku apaiisepos eToken

[Tocne 3aBepiiieHNs YCTAHOBKY MOJIB30BATENIO OYJIET BBIBEICHO COOOIIEHHE 00 YCIIEITHOM
YCTaHOBKE JIpaiiBepOB, NpECTaBICHHOE Ha pucyHke (PucyHok 14).
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4 eToken PKI Client 5.1 SP1 Setup Lo [ ||

eToken '

eToken PKI Client 5.1 SP1 has
been successfully installed.

Click Finish to exit Setup.

eToken

PKl...

< Back Cancel

Pucynok 14. Coo0uienue 00 ycnenHoii ycranoBke apaiisepoB Rutoken

6. Haxxmure kHOnKy «Finish». OkHO ycTaHOBIIMKA IpaliBEpOB OyIET 3aKPHITO.
7. B cnyuae nosiBieHus Axanora 0 HeOOXOIMMOCTH Tepe3arpy3ku aBTOMaTU3UPOBAHHOTO
paboyero Mecrta Mojb30BaTesl, OTBETUTh OTPUIIATENILHO WM OCYIIECTBUTD MIEpe3arpysKy.

2.5.4. YcTraHoBKa JMYHOrO cepruukara U ceprudukKara JOBEPEHHOrO
KOPHEBOI'0 IEHTPa cepTHPUKANNH

YcraHoBKa TMYHOTO cepTU(UKaTa 3JEKTPOHHON MOAIUCH TTOJIB30BaTeNs U cepTU(dhHUKATA
JOBEPCHHOTO KOPHEBOTO IICHTpAa CEPTH(UKAIIMKM BBIMIOJHICTCS I10J YYCTHOW 3aIMChIO
II0JIb30BaTelIsA, KOTOpas OyJIeT HCIOJIb30BaThCA B IPOIECCE BXOJa B JIMYHBIA KaOWHET
CucreMsl.

NHcTpyknuss 10  yCTaHOBKE JIMYHOTO CepTHdHUKATa SJISKTPOHHOW IOIANUCH M
cepTudUKaTa JOBEPEHHOTO KOPHEBOTO IICHTPA CEPTH(HUKAIMA OOBIYHO IPEIOCTABISACTCS
YIOCTOBEPSIONIUM IICHTPOM IPH BbIJIaue cepTU(UKaTa JICKTPOHHOM IOJITHUCH.

2.5.4.1.YcTaHOBKA JUYHOTO CePTUUKATA IJIEKTPOHHOI MOAMUCH

Hns  ycranoBkm ceptudukatoB Ha pabouem wmecte [lomp3oBaTens HEOOXOAMMO
BBITIOJTHUTH CIICAYIONINE TCHCTBHS:

1. 3amyctute Ha cBoem pabouem kommbioTepe «Kpumrollpo CSP» (Ilyck/Bcee
nporpammbl/Kpuntollpo/ Kpuntollpo CSP). B oTkpriBIIemMcst okHe Ha BkiIaake «CepBHC
HE00X0AMMO HaXxkaTh Ha KHOTIKY «IIpocMoTpeTh cepTudukatel B kKouTeitHepe» (Pucynok 15).
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(o = E—
[l Kpunroripe csP [=5)
A | amop [ vocre | Winlogon |
Obwme I Ofop | Cepewc
| KOHTENHED 33KPLITOr0 KKoua
| 3T MACTEPa NO3BONROT CKONMPOBS YAAMTS KOHTEMHED
33KPLITONO K043 C HOCUTENS.
T — e e [ R e—
IE Mpourpeisarens Windows Media | .
v Comrrio npacaps XS g:zr nacre;N n:saonaev npOCMoT| TOmebmam HAX0ASUNECR
b | Hax
4 Daxco! w cxanmposanue Windows e oe

B KOHTE/#HEDE 33KPLITONO K/WO4A, M YCTEHOBHTD MX B XpaHmLe

& UenTp obHosnenns Windows CEpTUDIKATOB. ,
J. Camtasia Studio 6 Konference ! MpoaMoTpeTL cepTid 8 i |I
1. Catalyst Control Center
o JoxymenTol cepTHduKaT =
L. ESET | T HACTED NOIBONSET CBRIATH CEDTHENRAT U3 daiina ¢
). Foxit Reader . 7 KOMTEIHEPOM 32KPLITONO KA, YCTAHOBHE STOT CepTduKaT 8
: Wsobpaxenns | XpaHunae.
I Microsoft Office [ = = s ]
J. Oracle - OraClientl1g_homel Mysiu = —
|. Oracle Client 10g Express Edition A Mapom 33KPSITHIX Knrouest
L. QIP Infium rpel 3T1 MACTEPA NOIBONRIOT M3NEHEHUTL Napon (MVH-KOAkI) 3aKPBITHIX
| Skype K/ONEIT MM YAANUT 3ANOMHEISIE DAHEE NAPOMM.
. WinRAR KOMNBIOTED
[ msewmonapoms... | [vaanums sanomrerseie napom...
. Aetosarpyzka
L. Wrper Manens ynpasnenns !
- Kpunto-Mpo < 4 [ OK ] [ Otmeria ] Mpimeruis

| E Kpunrollpo I
#~ Kpuntolpo
-J Cepruduxarst Mporpammbl No ymMonyaHuo

Ycrpoicrea u npuHTepsl

Cnpam:a W NOAAEPXKS

Pucynoxk 15. /lo0aB/jieHne KJ04a B XpaHUWIHIIE

2. B otkpsiBiieMcs auanoroBom okHe «CepTH(HUKATHI B KOHTEHHEpPE 3aKPBITOrO
KII0Ya» HaXMHTe Ha KHONKY «QO030p...» © BBIOCPHTE HCIONB3YEMBIH KO
(mpeaBapuTeNbHO ycTaHOBIEHHBIH B USB-mOpT Miin AUCKOBOA K0, MPEAOCTABICHHBIN Ha
nocutene ruToken/eToken/JaCarta, momeménnsiii B peectp) (Pucynok 16). ITocie sToro
HaXXMUTE Ha KHOMKY «OK».
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S —— —
E CepTudikaThl B KOHTEMHEPE 33KPLITOMD KHoHa — M

KoHTelHEep 3aKpbLITOro KAKYa
BESAMTE UMW YKEHWTE KOHTERHED 3EKPEITOMD KNKIYa ANA NPOCMOTPa g

CEPTUDMKETOR B 3TOM KOHTEMHEpE

MMA KMKOYEEOr D KOHTENHEPS:

BEENEHHDE MMA 3A08ET KNKDHEE0 KOHTEAHED: Mo CEPTUHOUKETY ...

Be
B vcKe NoKaseiBaTb:

@) Ipy#ecTEeHHbIE HMEHS U YHMRANLHBIE MMEHE

Crnncow KNDHYeBbIN KOHT e MNoONL30B8aTEenA:
wen

e
CumTeiBaTene  MMa KoHTERHEDS

AKS ifdh O 7b06 1ab6-deab-1acc-8780-b07ad0aefd84

Pucynok 16. Bbi6op k/1104eBOro KoHTeiiHepa

3. Jlma 3aBepuienuss BbIOOpa KOHTEHHEpa 3aKpHITOTO KIIOYa HAXKMHUTE KHOIKY
«anee» (Pucynox 17)
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l.;_ CepTudrkaThl B KOHTEAHEPE 32KPLITOTD KAHYE _ u

KoHTeHHED 3aKPEITOMND KAKYA
BESOMTE MW YKEHMTE KOHTEAHED 33KPEITOMD KNKDYa ANA NPOCMOTRS ﬁg

CEPTHMHMKETOE B 3TOM KOHTEAHEPE

MMA KNHYEB0rD KOHTERHEDS:

b6 1labs-dsas-4acc-8780-b07ad0aefdi34 [ Ofzop. .. ]
BBEAEHHOE MMA 33A3ET KNKIHEE0MA KOHTEAHED: [I'Iu CEPTUDHKETY. .. ]
(@ Monb3oBaTENA
() KomnbtoTepa

BribepiTe C5F ANA NOWCKE KNHOYEBLIX KOHTEMHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider - I

< Hazan [ Hanee > ] [ OTMeHa

Pucynox 17. Bbi00op KOHTeliHepa 3aKPbITOr0 KJIK4Ya

4. B OTKPBIBIIEMCA AUAJIOTOBOM OKHC HAKMHUTC Ha KHOIIKY «Y CTaHOBUTH» (PI/IC}’HOK

l.g_ CepTud:kaThl B KOHTEMHEPE 33KPRITOMD KNHYa _ u
CeprwhuKaTt gna npocMoTpa
MpocMoTPUTE M BeIDEpUTE CepTUGMKET F;E
CepTUdMKET:
CyfbewT: CHANC = L OMPH=1037739085636, MHH=0077101568360, T=
MoCTABLWMK: STREET="127237, r. Mockea, CTapeii NeTpoBcko-Pa3yMOBCKMIA Mpoesd,
AeAcTBUTENEH C: 22 anpens 2015, 17:39:18

[elcTEMTENEH O0: 22 anpena 2016, 17:39:18
CepUAHEIR HOMED: 0100 D09 47EE AE7D 0000 004D 0006 0002

¥ CTaHOBWUTE ] [Cs_oﬁcrsa...

Ofzop...

’ < Hasan ]k [oToBD i [ OTmeHa

Pucynok 218. Bri6op ceprudukara

5. Tlocne ycTaHOBKH MOSIBUTCS YBeIOMJICHHE 00 YCTICIITHOW yCTaHOBKE cepTuduKara.
Jlns moaTBepxkaeHuss Haxmute KHONKY «OK» (Pucynok 19).
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o B
lv_ Kpuntollpo CSP u

B CepTudiKar Beln YCTAHOBNEH B XpaHuaniLe "NTnuHbe" Te Erp
|
' none3ceatens.

Pucynok 19. YBegomiienue 00 ycnemHou ycTaHOBKe cepTudukara

Ecnu B mpoliiecce BbINOJIHEHMS I€CTBUI MOABUTCS cooliienne «A new certificate was
added to the certificate store» (PucyHnok 20), HeoOXoauM0 HaxkaTh KHOMKY «Cancely.

I eToken Certificate Import

A new certificate was added to the certificate store. Click OK to add this
certificate to eToken.

| ok || cancel |

Pucynok 20. Coodmenue apaiisepa eToken

2.5.4.2.YcTranoBka ceprudguxkara MunkomcBsizu Poccun B kayecTBe 10BEPEHHOT 0

KOPHEBOT0 EHTPA cepTUUKAIUI

YToOBl MPOBEPUTH YCTAHOBIICH JIM YK€ Ha KOMIIbIOTepe cepTHu(uKaT MUHKOMCBS3H

Poccum B kauecTtBe JOBCPCHHOI'O KOPHEBOI'O ICHTpPA CCpTI/I(I)I/IKaI_II/II/I, HGO6XOI[I/IM02
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1. OtkpeiTh iporpamMmmy Kpunto IIpo CSP B mento «Ilyck». Ilepeiitu Ha
BKIaaKy «CepBucy», HaxaTh KHONKY «IIpocMoTpeTs cepTudukatel B
KOHTEMHepe. ..», HaxXaTh KHONKY «[lo cepTuduxary...», u3 cnucka BoIOpaTh
ANEKTPOHHYIO MOANUCH ob30BaTeNs (PucyHnok 21) u HaxkaTh KHOIKY
«IIpocMOTpeTh CBOWCTBA CEPTUPUKATA.

BezonacHocrs Windows X

Beibop ceptudukara

Beibepute ceptudmKaT M3 xpaHunuila "JIuyHoe" TekyLero
nonL30BaTens.

000 "aTP 2000"
Wzpatens: AO "M "CKE Kontyp”
[feticteuteneH ¢: 15.10.2020 no 15.10.2021

MpocmoTpers ceoicTea cepTudmkara

0K Ormena

Pucynok 21. OkHO nmpocMoTpa cepTU(PUKATOB

2. B otkpsiBIIeMCcst OkHe nepeianTe Ha BkiIaaky «llyts cepruduxanum» (Pucynok
22), MOXET OTOOpa)kaThCsl JBE CHUTyallMH, Korja cepTudukaT MUHKOMCBSA3H
Poccuu yxe ycTaHOBJIEH U KOT/Ia OTCYTCTBYET.

o& Certificate Details Z || a Cetificate Details X
Ofusss  Cocre MyTe Copffumie g Ofugen  Cocran e CopTaumiom

ThT Y, CRpT A PhyT CopTiGen s

QPoreTy CrpTmgmaars Dpomep crpTadmata

CoCToms CopTafeuaTE

bRy CEITAGARTY T L7 frrn B FIOT CHPTRERLET SRR
Bu o vt s B B Sy e een 0
T RSATOR e Do OET mEp

=] o

PucyHok 22. OKHO NpocMOTpPa 3JIEKTPOHHOH MOANUCH MOJIb30BATEJIS

3. IlpoBeprte, ycranoBieH au ceptuduratr MunkomcBszu Poccun (ceprudukar
JIOBEPEHHOT 0 KOPHEBOT'O LIEHTPA CEPTUPUKALIAN ).

3nak (1) o CBUJIETEIBCTBYET O TOM, YTO CEPTU(PUKAT HE YCTAHOBJICH.

3nak (2) = CBUJIETEIBCTBYET O TOM, YTO CEPTU(UKAT YCTAHOBJICH.
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Ecian y mepBoro B cnucke cepTudukara CTOUT 3HaK 1, To cepTuUKaAT
MunkomMmcBsazu Poccun HE YCTaHOBIIEH B KaudeCTBE JOBEPEHHOIO KOPHEBOIO
ceptudukata, He0OXO0AUMO A00aBUTh €ro B JOBEPEHHbIE KOPHEBBIE I[EHTPHI
ceptudukaiuu (MyHKT 6 JAHHOTO MOApa3ena).

Ecan y mepBoro B cnucke cepTuduKkaTa CTOUT 3HAK 2, TO cepTUPUKAT
MunkomcBszu ~ Poccum  yctaHoBieH.  HeoOxomumo — mpoBepuUTh  €ro
UJCHTU(PUKATOP KITt0Ya CyObekTa (IyHKT 4 TaHHOTO MoJpa3aena).

4. ]Jlns mpoBepku uaeHTU(PUKaTopa Kitoya cyobekTa y cepTudrukata MUHKOMCBS3U
Poccun HE0OX0IMMO OTKpBITH MHPOpManuioo o HEM. [l 3TOro B mpocMoTpe
uH($OpMaALUU JIMYHOTO CEPTU(PUKATA FJIEKTPOHHOM MONKUCH NEPEUTH Ha BKIAAKY
«Ilyctb ceprudukaunn» (Pucynok 23) u BeiOpaTh cepTuduKaT MHUHKOMCBSI3U
Poccun B criMcke jeBOM KHOMKOM MBIIIM, 3aTeM_HaxkaThb KHOMKY «IIpocmoTp
ceptudukaTay.

n Certificate Details Y

Ofwwe Cocrag MyTe cepTudukaymm

MyTE COpTWDMKALHNA

B8l Munxomcasias Poccim]
o AD N0 "CHE KoHTyp”
;] 000 "0TP 2000"

NpocroTp cepribukaTa

CocrosHwe cepTudnkata:

3ITOT CEpTHChMEAT QeNCTBMTENEH.

Pucynok 23. Bkiaaaka «Ilytb cepruduranumn»

5. B oTkpsiBIIEMcs OkHE cepTudukaTta MunkoMcBsa3u Poccuu nepeidty Ha BKIAAKY
«CoctaBy» u HaliTH cTpoKy «neHtudukatop kitoua cyobekray (Pucynok 24), on
JOJDKCH OBITH paBeH c254f1b46bd44ch7e06d36b42390f1fec33c9b06
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Ecnu 3HaueHue He coBmajaer, HeoOXoauMo 3arpy3uTh ero ¢ caiita ®OMC u
YCTAHOBUTH (IYHKT 6 JAHHOTO MOApa3/ena).

n | Certificate Details *
Obwwme COCTEE [lyTe CEpTHDMKALMA

[oxazate: |<Boe> w

Nane IHALSHHE ~
~|NapameTpel OTKPRTOro ... 30 13 06 07 2a 8503 02 ...
CpencTea 3NexTpoOHHON. .. CPeacTBo 3NexTpOHHON M...
CpencTeo 3NekTpOHHON. .. CPencTBO 3NeKTPOHHON M...
MNonwtuen cepripukata [1]NonwTHea cepTwdMKaT...
5 WoerwmwhukaTop kmoua... c254f1b46bd44ch?e06dl...
i Mcnonezosanue kKnioua  MOANMCHIBAHWE CEPTHGDME...
i OcHoBHEIE OrpadHueHHa  Tun cyfeesTa=LUC, orpaH...
_|OTnevaTok 4botdc14d97010c41a26e... "

[=F | [&F | [&F

=

c254f1 b46bd44ch7e06d36b42390f1 fec33cobis

KonuposaTe B duain...

Pucynox 24. Ilpocmorp Unentuduxkaropa kio4da cyobexkra ceprudurara
MunkomcBszu Poccnun

6. YcranoBka kopHeBoro ceptudukara MunkoMmcBs3u Poccun B moBepeHHBIE
KOPHEBBIE LIEHTPHI CEPTUPUKAITUN

Jl71st ycTaHOBKH KOpHEBOTO cepTrudurkaTta MunkomcBsizu Poccuu ero Heo6Xoaumo
ckayath ¢ caiita ®OMC mo  cceuike:  http://www.ffoms.ru/system-
oms/Certification/certification-
doc/%D0%A3%D0%A6%20%D0%9C%D0%98%D0%ID%D0%9A%D0O%IE%DO
%9C%D0%A1%D0%92%D0%AF%D0%97%D0%AC%2034.10.2012.cer UMl
¢aitna «YIL MUHKOMCBA3b 34.10.2012.cer». 3anycTUTh ABOMHBIM KJIMKOM JIEBOM
kHonku Mblu ¢aitn _«YII MUHKOMCBA3b 34.10.2012.cer» (PucyHok 25) mocne
CKaYMBaHMUSI.
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http://www.ffoms.ru/system-oms/Certification/certification-doc/%D0%A3%D0%A6%20%D0%9C%D0%98%D0%9D%D0%9A%D0%9E%D0%9C%D0%A1%D0%92%D0%AF%D0%97%D0%AC%2034.10.2012.cer
http://www.ffoms.ru/system-oms/Certification/certification-doc/%D0%A3%D0%A6%20%D0%9C%D0%98%D0%9D%D0%9A%D0%9E%D0%9C%D0%A1%D0%92%D0%AF%D0%97%D0%AC%2034.10.2012.cer
http://www.ffoms.ru/system-oms/Certification/certification-doc/%D0%A3%D0%A6%20%D0%9C%D0%98%D0%9D%D0%9A%D0%9E%D0%9C%D0%A1%D0%92%D0%AF%D0%97%D0%AC%2034.10.2012.cer

ep » 3arpyskM

ma

A
[NaTa n3MeHeHuAa Twn
~ CerogHa (1)

& YU MWUHKOMCBA3E 34.10.2012

01.12.2020 9:59 CepTudmk

Tun: CeptdmkaT 6830NacHOCTH
Pasmep: 1,27 Kb

Nata namenHenuna: 01.12.2020 9:59

Pucynok25. Ckauennbliii gaiin ceprupukara MunkomcBssu Poccnu

B oTkpeiBIIEMcs OkHE TpocMoTpa cepTudukata MunkomcBasu Poccunn Haxarthb
KHOTIKY «Y CTaHOBUTH cepTudukar...» (Pucynok 26).

a  Cepradmiar

X o Cepraduxar

Ofame Cocras Myrs ceprndvacasst

Ofzve Cocras NyTs cepTdemacsn
R Coepennn o cepraduxare O Coepenn o ceprndmxare
|
ITOY CEPTIENKAT NPEANAINANIETCH A Her Qosepna K 3TOMY KOPHESOMY CepTnbuxaty
* BCR NOMTING B anes UENTPA cepTd Yrobu »
* BCE NOMMTINGN vmer e YCTANOBMTE STOT CEPTRINKAT B XPalwamILe
ceprnd on YenTpon
ceprnduatym.
Oorgaa YyCTaHOBNEH CEPTUOURET

KOI’AB HE YCTaHOB/MIEH CEPTUOUKET
Kosmy ssian: Mesoncass Pocom

Koy soiam: MisaoncEass Pocom
Kem seapanc Mesconcaass Pocos

Kem nmipan: Mirsoncan Pocos
Aecicronrenen c 06.07.2018 no 01.07.20%

Acicronrenen ¢ 06.07.2018 no 01.07.20%

YCTEOmTE CEDTWEMKAT..,

Jeamneee fOCTAM

YT 0sTE CEDTREWKAT, .. Jaamserge MOCT BULNE

=
Pucynok 26. OxHo npocmoTtpa ceprtupukara Munkomcsizu Poccun

Bri6pate nyHkT «IlomecTuTh Bce cepTU(UKATHI B CIEAYIONIEE XPaHUIHUIIE
(Pucynok 27) u

Ha)XaTh «O0630p...»
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€ % Mactep imnopTa cepTUdNKaTOE

XpaHwnuwe ceprudukaros

XpEHUNMLLE CepTUDMKETORE - 3TO CUCTEMHEIE 0BNACTH, B KOTOPBIX
MPEHATCA CEPTMRMKETEI,

Windows aETOMaETHMYECKM BIDEDET XPEHUMMLLE, UMM Bl MOXETE YKASETE
PACMONOHEHWE CEPTMRMKETE BRYHHYHD,

() ABTOMATHHECKH BEIBPETE XPAHWMMLLE HA OCHOBE TMNE CEpTHhMKATA
(®) MoMecTHTE Bce cepTMDMKATEI B CIEAVIOWLES XPaHUAMLLE

XpPEHANKMLLE CEPTUDMKETOE:

Jdanee CTrena

Pucynok 27. Macrep umnopra ceprudukaron

BriOpatrs nyHkr «JloBepeHHBIC KOpPHEBBIC IEHTPHI cepTudukanun» (PucyHok
28). Haxxmurte kHONIKY «OK».

BriGop xpanunuwa ceprrdueara >

BrifepTe ¥DaHMAMLLE CEPTMDMKATOS, KOTODOE Bkl
XOTWTE MCMONB30BaTE.

| Mauroe P
3
| [oBepUTensHEIE OTHOWEHMA B MpEanpy
il 7| TPOMEXYTOUHBIE LEHTPEI CEDTHHMKELYA
----- | OBwexT nonesosaTens Active Directary

H ~ | NnEAMEHHRIE 1470 AT

£ >

[Jnoxasats dusmyecme xpaHumwa

Ommeria

PucyHnok 28. Bb10op xpanuianma ceprupuxaron

27



7.

8.

B okne «Mactep mMnopra cepTu(HUKAaTOB» HaXMHUTE KHONKY «Jlanee» 3atem
kHoTKy «['oToBOY». B ciyuae ycmemrHoro mMmmnoprta cepTudukara oToOpa3uTcs
auanor « IMmopT ycremHo BbIIOJIHEH. », T/1€ HEOOX0AMMO HaxaTb KHONKY «OK».
Ecin mnosiButrcs oxkno «lIpenymnpexaeHue 0€30MacHOCTH» HAXKMHUTE KHOIKY
«Ha».

UroObl MOpOBEpUTH KOPPEKTHYIO YCTaHOBKY KOPHEBOro cepTUduKaTa
MunkomcBsa3u Poccun HeoOxoammo B mpocMoTpe uHpopmanuu (mard 1 u 2
JAaHHOTO TOJpa3zena) o0 AJIEKTPOHHON MHOJANUCH MONb30BaTeNsl MEpPEeHTH Ha
Bianky «llycte ceprudukamuuy». Ilpu KOppeKkTHOW yCTaHOBKE JOJKEH
oTOOpakaThCs 3HAK 2 cieBa oT cepTudrkata MUHKOMCBSI3U (PUCYHOK 29)

n Certificate Details W

Ofwwe Cocrag MyTe cepTudukaymm

MyTE COpTWDMKALHNA

B8] Muskomcasas Poccim]
ol AD "Nk "CKE Kowmyp”
;) ooo "oTP 2000

NpocroTp cepripnkaTa

CocrosHwe cepTudnkata:

3ITOT CEpTHChMEAT QeNCTBMTENEH.

Pucynok 29. Bkiaaaka «Ilyth ceprudukanum» cepTupukaTa mojab3oBareas
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2.5.5. YcranoBka cepTUQPHUKATOB IPOMEKYTOYHBIX IECHTPOB cepTHhUKANNH
JUist KOppeKTHOW pabOThl HEOOXOJUMO YCTAHOBHUTH CEPTHU(PHUKATHI IMPOMEKYTOUHBIX

LEHTPOB cepTU(UKAIUU:

e cepTtuduKat NpoMeKyTOUHOTro ynocroBepstoriero nearpa ®OMC s
KOPPEKTHOTO COeIMHEeHUsI Opay3epa K cauty https://gisoms.ffoms.gov.ru/
e cepTU(UKAT yAOCTOBEPSIOUIErO LEHTpa, BhiaaBero cepruduxat 11

M0JIb30BAaTEIs, [ KOPPEKTHON ayTeHTU(DUKAIIUY TTOJIH30BATEIIS U HAJOKEHUSI
OIL

2.5.5.1. YcranoBka ceprudukara NPOMEeKYTOYHOI0 YJA0CTOBEPSIONIEr0 LEHTPa

DPOMC

1. Tlonb3oBaremnto HEOOXOAUMO YOEIUTHCS, UTO HA pab0OYEM KOMITbIOTEpE YCTAHOBIICH
ceprudpuxar MuHkoMcBI3u PoccuM B JIOBEpPEHHBIE KOPHEBBIE  IIEHTPHI
cepruduxaryu. s aToro HeoOxoaumMo oTKpbITh porpammy Kpunro Ilpo CSP B
MeHto «Ilyck». Ilepelitn Ha BkiIagky «CepBUCY», HaXaTh KHOMKY «IIpocMoTpeTh
ceptuuUKaThl B KOHTEHHEpE...», U3 CHHCKa BbIOpaTh HYXHYIO 3JIEKTPOHHYIO
HOJNUCHh U HaXXaTh KHOMNKY «IIpocMoTpeTh cBoiicTBa cepTtudukaray. Ilepeiitu Ha
BkiIaaky «Ilyte ceptuduxamum». [Ipy KOppeKTHOW yCTaHOBKE JIOJIKEH
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0TOOpaXkaThCsl 3HAK ~# cresa ot ceprudukara Munkomcssasu Poccun (PucyHox
30).

p | Ceprudmkar x

Ofwme Coctas  MyTe cepTudwkaiym

MyTe cepTHdKELIAM

_ﬂJ MuHKOMCBASE Pocoiu

MpocMoTP CEpTMOKMKETE

CoCTOAHME CEPTMDMKATE:

STOT CEPTHDMKET JEMCTBMTENEH,

Pucynok 30. Bkaagka «Ilytsb ceprudukannm» ceprudurata nojab3oBaresas

2. 3arpysute (daiin ceptudukata YL ®OMC c caiita DOMC, pacnoyiokeHHOTO 10
aapecy http://www.ffoms.ru/system-oms/Certification/certification-
doc/%D0%A3%D0%A6%20%D0%A4%D0%IE%D0%IC%D0%A1%20%D0%
BE%D1%82%2023.03.20%2034.10.2012.cer nms daiina «YL[ @OMC ot 23.03.20
34.10.2012.cer».
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http://www.ffoms.ru/system-oms/Certification/certification-doc/%D0%A3%D0%A6%20%D0%A4%D0%9E%D0%9C%D0%A1%20%D0%BE%D1%82%2023.03.20%2034.10.2012.cer

3. Otkpoiite 3arpyxenHubiil gain « YL @OMC ot 23.03.20 34.10.2012.cer»
(Pucynok 31) 1BOMHBIM KJIMKOM JIEBOM KHOIKH MBIIIH.

> 3arpyskq

o

A NaTa N3MeHeHWA

~ CeroaHa (2)
g YL ©OMC ot 23.03.20 34.10.2012 01.12.2020 10:00

g YL MMHKOMCBA3bL 34.10.2012 Tun: CeptrdmkaT 6e3onacHoCTy
Pasmep: 2,59 Kb
Nata namenenuna: 01.12.2020 10:00

Pucynok 31. 3arpy:kennbiii ¢paiin ceprupuxkar YI[ @POMC
4. B mosBUBIIEMCS OKHE HaXMHUTE Ha KHONKY «YCTaHOBUTH CEpTU(UKAT...»
(Pucynok 32). Ha skpane oroOpa3utcsi MacTep MMIOpTa CepTUPHUKATOB, TIE

H€O6XO,ZII/IMO Ha>XXaTb KHOIIKY «Jlanee»

n Ceptmdwkar pod

Obwme Cocrae MyTb cepTudMKaLIm

ﬁ Ceepennn o ceprudmkarte

3roT ceprndmKaT NpegHasHavaeTca gna:

* Bce NONMTUKM BblaYM
* Bce NONMTIAKIKA NDMMEHEHMA

Komy Bbigan: ©OMC

Kem Bbigan: MWHKOMCBASL Pocam

Aencrentenen ¢ 23.03.2020 no 24.03.2035

YCTaH0BUTE CEpTUOMKET. .. 3asBneHne NocTaslnKa

Pucynok 32. Oxkno npocmorpa ceprudpukara YI[ ®POMC
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5. B okne «Xpanumuuie ceptudukaray (Pucynok 33)
ceprudukata BpyuyHylo, ykazaB mnoyie «llomecTuth
cienyroiee xpanunuuiey». Haxate kHonky «O030p...».

€ £ Macrep umnopTa cepTuduKaTos

Mpanwamue ceprwdukaros

XpaHMmMLLE cepTUDUKATOS - 3TO CUCTEMHBIE 0BNacTK, B KoTopbIxX
XPAHATCR CepTUDMKATRI.

Windows asToMaTUYECKI BbIDEPET XPEHUMULLE, MMM BBl MOXETE YKa3aTh
DACNONOMEHUE CEPTUDMKATE BDYUHYIO.

() AsToMaTH4ECKM BRIGPATE XPAHUIWLLE HA OCHOBE TWNa CEPTUDMKATA

XpaHunuuwe cepTudukaTos:

BBIOpATh pa3MelIeHUe
BCE CepTU(PUKATHI B

‘ Ob3op...

OtmeHa

Pucynoxk 33. Macrep umnopra ceprudukaron

6. B oTkpriBIIEMCS OKHE BBIOOP XpaHWIIMINA CEPTU(DHUKATOB BHIOEPUTE KOHTEHHED

«IIpomexyTounbie 1IeHTpHI cepTudukanumy. Haxxmure kHonky «Ox». (Pucynok 34)
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Bribop xpaHunuia ceptudukaTa X

BoibepuTe XpaHMnuLE cepTUDWKATOE, KOTOPOE Bkl
XOTWUTE WCNONL30BaTL.

| Tia<Hoe e
| [osepeHHbIE KOpHESEIE LIEHTDEI cepTind

| [loBepWTenbHble OTHOLWEeHKMA B Npeanpy

|

| ObbexT nonbsosaTens Active Directory

NAasanaudHRIE I4TASTEMmA

< >

L4

[ ] NokasaTs dmsmdeckie xpaHUmMLa

OK OTHeHa

Pucynok 34. IIpomeskyTo4YHbIE HEHTPHI cepTUHUKATTUN

7. B okHe «Mactep uMnopra cepTU(UKATOB» HaXMHUTE KHONKY «J/lamee» 3atem
kHOTIKYy «I'oToBO». B ciiyuae ycnemHoro ummnopra ceptudurata 0TOOpa3uTCs
nuanor « IMmopT yCcrenrHo BBIMOJHEHY, T He00X0IuMO HakaTh KHOMIKY «OK».
Ecnu mosButrcs okHo «lIpexymnpexaenne 0€30MacHOCTH» HAXMHUTE KHOIKY
«a».

2.5.5.2.YcTranoBka ceprtugukaTta yJA0CTOBEPSIOLIEr0 LEHTPa, BbIIABIIEr0

ceprupukat I nmonb3oBarens

1. OOb1yHO cepTU(UKAT YIOCTOBEPSIONICTO IICHTPA, BBIAABIIETO cepTU(UKAT
OIl monw3oBartens, HEOOXOAUMO YCTaHOBUTH B KaudecTBE cepTudukara
MPOMEKYTOYHOTO LIeHTpa ceptudukanuu. s 3Toro He0OXOAUMO OTKPHITH
nporpammy Kpunto Ilpo CSP B mento «Ilyck». Ilepeiith Ha BKIagKy
«CepBucy», HaxaTh KHOTIKY «IIpocMoTpeTs cepTu(dUKaThl B KOHTEHHEDE. .. »,
U3 CHUCKA BBIOpPaTh HYXKHYIO S3JIEKTPOHHYIO MOJMNHCh U HaXaThb KHOIKY
«IIpocmoTpeTs cBolicTBa ceptudukatay. llepeiitn Ha Briaaaky «llyTsh
ceprudukanumn» (Pucynok 35), BeiOpaTh BTOPYIO CTPOKY C HAUMEHOBAHHEM
YAOCTOBEPSAIOUIETO LIEHTPA, BBIJABIIErO 3JIEKTPOHHYIO MOJIMKHCh, U HaXaTh
«IIpocmoTp ceptudukara
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n | Certificate Details *

Of6wwe Cocrag MyTe cepTudmKaymi

MyTE COpTWDMKALHNA

) MuHkomcER3s POCCHN
| AC "M "CKE Konmyp™
] 000 "oTP 2000°

NpocroTp cepribukaTa

Cocromnme cepTudukaTa:

FTOT CepTUhMKAT QeiCTBMTENEH.

[ oc ]

Pucynok 35. Bkaagka «Ilyts ceprudukanmm»

2. 3arem nepeiitu Bo BKiIaKy «CocTaBy U HaxkaTh KHOTIKY «KonupoBath B (haiim»
(Pucynox 36).
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n  Certificate Details s
Ofwme COCTAE [iyTe CEPTHGMKALMM
MNoxazate: |<Bop> R
None IHAGEHNE ~
| Bepcwa W3
_| CepwiiHpii HOMED 02f548d50055ac24aa44f1...
| ANropHTM NOQNWCH rocT P 34.11-2012/34.1...
_| ¥sw-anropumH nognecH FOCT P 34.11-2012 256 ...
—|H3pnaTenb AD "M "CKE KouTyp", A...
| eRCTEHNTENEH C 15 oxrAbpA 2020 r. 15:55...
_| QedcTBrTenes no 15 oxrabpa 2021 r. 15:54...
_| CybeexT Q00 "OTP 20007, NasnyT... "
CeolcTrea... Konuposarts B dain...

Pucynoxk 3622. KonupoBanue ceprudukara B ¢aiia

3. B otkpeiBmemMcs Mactepe skcnopta ceprudukaroB (Pucynok 37) Haxxmure
Ha kHOMKY «J/lanee». 3aTteM «HeT, HEe PKCIOPTUPOBATH 3aKPBITHIN KIIOY» U
«lanee»
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€ &» Macrep 3kcnopra ceprudukaros

IKCNOPTUPOBAHME ZAKPHLITOTO KAOUA
Bl MOXETE IKCNOPTHPOBATL 3AKPHITHIN KNKOU BMECTE € CepTduKaTOM,

3AKPLITHIE KAIOUM 3aUMLLEHL! NApaner. YTobsl 3KCNOPTHPOBATL 3AKPLITHIN KMOY
BMECTE C CepTHDUKATOM, YKAXHTE Napofk.

Bl XOTHTE IKCNOPTHPOBATE 3AKPHITHIR KTHOH BMECTE C cepTHhHKaToM?
(:)llg, IKCNOPTHPOBATL 3AXPLITHIN KON

(@) HeT, He IKCNOPTHPOBATL 3AKPLITHIA KMOY

lanee Ormena

Pucynok 37. Mactep 3xcnopta cepTudukaToB

4. Ybenurtechb, 4TO B OTKPBIBIIEMCSI OKHE BBIOOpa (hopmaTa 3KCIOPTHPYEMOTO
ceptudukaTta BeiOpan Toabko BapuaHT «Daitnsl X.509 (.CER) B kogupoBke
DER (Pucynok 38), 3aTeM HaKMHUTE KHOTIKY «Jlaneex.
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€ &» Macrep 3kcnopra cepTmdukaTos

Qopmar axcnopTupyemoro dainna
Cepruduxates MOryT Boims 3KCNOPTHPOBAHL! 8 PAZNNYHLX HOpMATAX.

Beibepure GopMAT, KOTOPSIH Bbl XOTHTE WCNONB30BAT:
(@ @aiinu X.509 (.CER) & goauposke DER]
() vaiinu X.509 (.CER) 8 kgauposke Base-64

w: Craxpapr Cryptographic Message Syntax - cepripuxarsl PKCS #7 (.p7b)

Oanee Ormena

Pucynok 38. Macrep 3xcnopra ceprudukaron, BbIOOp (popmaTa
IKCMOPTHPYEMOro ¢aiija.

5. B oxne «Mmsa sxcrioptupyemoro ¢aiinay HaxxMuTe KHONKY «O030p...».

6. B nuanoroBom okne «CoXpaHUTh Kak» nepeianTe B manky «Pabouwuii cTomy,
B none «Wmsa daiina» ykaxurte «IIpomexxyrounsiiY1», HaxxMHUTE KHOIKY
«CoXpaHUTBY.

37



7. Yo6enutech, uto B okHe «MMs sakcnopTupyemMoro ¢aiinay B noje «ms daiinar
(Pucynok 39) BepHo oTOOpa3uiics NyTh COXpaHEHUs cepTudukara (Hampumep,

C:\Users\Users\Desktop\ IIpomexxyrounsiiVIl.cer). Haxkmute KHONKY
«lanee».

€ v Mactep 3kcnopTa ceptudmkato

Wma skcnopTapyemoro daina
YiamuTe uMaA Gaina, KoTopeIi Bel XOTUTE 3KNOPTHPOBATE

WMA daina:

C:\Wsers Wsers\DesktoppomexyTouHEmYL, . cer | E 0Ofzop... i

Janee Otmena

Pucynok 39. Macrep 3xcnopra cepruduxkaro. Ums coxpansiemoro ¢aiisa.
8. IloaTBepauTe ycmeniHblil SKCIOPT cepTuduUKaTta, HaxkaB KHONKY «OK».

9. B oxne «3aBepiieHne paboThl MacTepa IKCIOPTa CePTUDUKATOBY HAKMUTE
KHOIIKY «I'0TOBO»

10.Ilepetinute B manky «Paboumii cTONM», HAWAMTE W OTKpouTe aimn
«IIpomexyrounbinY1l.cer».

11.B mosiBUBIIEMCS OKHE Ha)XMHUTE Ha KHOIIKY «YCTaHOBUTH CepTH(DUKAT...»

(Pucynox 40). Ha skpane oToOpa3uTcs Mactep UMIOpTa CepTU(PUKATOB, TIE
HE0OXOAMMO HaXaTh KHOMKY «/lameey.
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p | Ceprudmkar x

Obwme  Cocras MyTe CEPTUDMKELIKM

E CBeeHuA o cepTuhuKaTe

3ITOT cEpTHhHKAT NpeqHaZHAYaEeTCA ONA:

s [oaTEEpHASET YASNEHHOMY KOMOBHITEDY
MAEHTUOMKEUMIO BALLEMD KOMMBbIOTERS

* JAWMWEET co0DWEHNA SNEKTPOHHOM NOYTEI
« Knacc cpeactea SN KC1

* Monezosatens LedTpa PerncTpawmi, HTTP, TLS KAMeHT
¢ 1,2,643.3.5.10,2.12 hd

KoMy BoigaH: Q00 "OTP 20007
KeM BhiOaH: AQ T "CKE KoHTyp"

Oeitcteurensd ¢ 15, 10, 2020 mo 15, 10, 2021

YCTEHOBMTE CEpTUHMKET. .. 3aABENEHME NOCTABLLMKA

Pucynok 40. YcTaHOBKAa KOPHEBOI0 cepTU(PHUKATA HEHTPA cepTUGUKALUMN

12.B oxne «Xpanunuiie ceptudukata» (PucyHok 41) BeIOpaTh pa3MelnicHue
ceptudukata BpydHYIO, YykazaB mone «llomectutrh cepTHdUKATHI
cienytoiee xpanunuiiey». Haxats kHonky «O030p...».

B

39



& % MacTep uMnopTa cepTMMKATOR

XpaHwnuwe ceprudukaros

XpEHUNMLLE CepTUDMKETORE - 3TO CUCTEMHEIE 0BNACTH, B KOTOPBIX
MPEHATCA CEPTMRMKETEI,

Windows aETOMaETHMYECKM BIDEDET XPEHUMMLLE, UMM Bl MOXETE YKASETE
PACMONOHEHWE CEPTMRMKETE BRYHHYHD,

() ABTOMATHHECKH BEIBPETE XPAHWMMLLE HA OCHOBE TMNE CEpTHhMKATA

(®) TlomecTHTE Bce cepTMDMKATE B CIEAVIOWES XPaHUIMWLE]

XpPEHANKMLLE CEPTUDMKETOE:

| Ohzop...

Jdanee CTrena

Pucynok 41. Bbi0op xpanuiuma ceprudukara

13.B oxHe BbIOOpa XpaHwIHIna CcepTUPUKATOB BHIOEPUTE KOHTEHHEP
«IIpomexxyTounbie meHTpbl ceprudukanuu». Haxmure kHONKy «OK»
(Pucynok 42).
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BriGop xpanunuwa ceprrdueara >

BrifepTe ¥DaHMAMLLE CEPTMDMKATOS, KOTODOE Bkl
XOTWTE MCMONB30BaTE.

e+ | NMiuHoe A
----- | loBepeHHBIE KOPHEBRIE LIEHTPEI CepTig
' | NoBeprTEnsHEIE OTHOLWEHMA B NPEANDY
o
----- | OBwexT nonssosaTens Active Directory

I NhRARMRHHRIR 1420 ATAMA

£ >

[Jnoxasats dusmyecme xpaHumwa

Ommeria

Pucynok 42. Bei0op xpanuinuima ceprudukara

14. B okne «MacTtep umnopra cepTuuKaToB» HaxXMUTE KHONIKY «Jlanee» 3aTem

2.5.6.

kHOTIKY «I"0oToBOY». B ciiydae ycnemnoro ummnopra cepTudukaTa oToopasurcs
nuanor «/MMmopT ycHemnrHo BBIMOJIHEH», T€ HEOOXOJAMMO HaXaTb KHOIKY
«OK». Ecnu nossutcsa okHo «[IpegynpexneHue 6€30MacHOCTH» HAXKMUTE
KHOIKY «/[a».

IIpoBepka yCTAHOBKH JJUYHOIO CEPTUPHUKATA FJICKTPOHHOU MOANMUCH

Yb6enurech, UYTO JIMYHBIA CepTU(UKAT SJICKTPOHHOH MOAMKUCH YCIEIIHO
yCTaHOBJIEH B nupekTopun «CepTuuKaTsl — TEKYIINI mojb30oBaTels — JInaHoe
— Ceptudukatsi». s sToro:

1. 3anyctute yTunuty «CepTudukarbl» pacnoioxeHHylo B MeHI0 «Ilyck:
BbIOEpUTE «BBIMOMHUTHY BBenUTE TeKCT «CepTudukatsly, HaxkmMute «OK» n
B OTKpBIBIIEMCS OKHE HaWIWTe MNaHHBIM cepTUUKAT B JAUPEKTOPUU
«Ceptuduratel-TeKymuii mnonp3oBatenb — Jluunoe — Ceptudukarsi»
(Pucynok 43).
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| R Certhgr - [Ceprudmimns — Tegnumi nomaosatensMwmoe\Ceprrgwnars] — ] o

Cads  QencTeve Bwa Cnpaika
: L 'P‘ P e] I-f_.l x - ﬂ N
-1#‘: CepTdukaial — TedyLUME NOALICBATES Koy suigan Kem maygan Cpos geicTman Hamisuws ™
- Niarce L% Kapnesico Muaan Anscceesny  Tecroswi nogquHenHeR YU 000, 02012021
Cepregurars

Jopapeiiapss KOpHTBL WEHTDW CEpTISHTALM

ACBEpeTeaRM s OTHOWEHWA I NPEATPwTHN
TIponsescy TOMH e LT Pl CEpTHGMkaL
DhReKT NoAsIoBATEMR Adtrve Directony
Aopepentbe MaaaTEM

CRpTigunaTil, & COTOPWM HET AOBSEHA
CTOpomise KOpsitiba LS TR COpTHduaLmMm
Joeepeanne MU

MoCTaBULRE A CEpTHGHCATOR MPOBepm MOLE
Apyrve nonbIceaTem

Local NonRemovable Cartificates

ZANPOCM JAAB0K HA COPTHEWLAT

Joeepeine KOpPHEBLE CEPTUHMNKATH MADT K

|Mpawame Mauvoe cogepmnT 21 CepTudsmaton

Pucynok 43. Yruaura «Ceprudurarsn

2. Ecnu cepTudukar 31eKTpOHHOM MOJMKUCH OTCYTCTBYET, BEPHUTECH K pa3iey
1.5.4.1 «YcraHoBka JNMYHOTO cepTUUKATA DBJICKTPOHHOW MOIIUCH» H
IPOBECTH YCTAHOBKY JINYHOTO cepTu(UKaTa IMO0JIb30BaTeNsl Ha pabouee
MECTO.

3. Eciiu ceptudukar nmpucyTcTByeT, oTKpoiTe ero. Ilepeiinure Ha BKIAAKY
«lytp cepTudukanuu» U TPOBEPHTE, YCTAHOBIEH JU CEPTUPUKAT
JIOBEPEHHOTO KOPHEBOI'O IIEHTPa CEPTHU(PUKAIIMU B COOTBETCTBUU C Pa3eiIoM
1.5.4.2. Eciu ceptudukaT yCTaHOBJIEH, TO aBTOMaTU3WPOBAaHHOE pabouee
MECTO TI0JIb30BATENs YCIEIHO HACTPOCHO 7St paboThl ¢ CUCTEMOH.

2.5.7. Hactpoiika «SIuaexc.bpay3sep»

Jlnst HacTpoiiku KOppeKTHOM paboTel Oapysepa «SAuaexc.bpaysep» BbImoTHUTE
CIEIYIOIIME NCHUCTBHS:

1. OTkpoiiTe HACTPOMKN MHTEPHET-Opay3epa MOCPEACTBOM HaXKATHSI KHOTIKH
= — Hacrpoiiku.
2. [lepeiinute B pazgen CuctemMHbIE.
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3. Y6enutech, uto B pazaeine Ceth BkitoueHa onius «[loakmtoyaTscs k caiftam,
ucnosb3yromux mudpposanue no 'OCT» (pucyHok 44).

pa)|
1]

®

Hactpokun

3aknagkn 3arpyzku Weropus AonoaHexns Hactpoiiku Be30nacHocTL Maponu v KapTs! Apyrve ycTpoiicrea

MHowck CaTbl
OBbLre HACTPOAKK
CuctemHele
WHTepdeic
WHCTpYMEHTEI i
OTKpbIBaTh OKHa Bpaysepa BMecTe ¢ 3anyckom Windows
CaifTl
Hwkoraa ~
CucremHble

D PaspewunTb oTKpbIBaTL B AHgekc.Bpaysepe ccouiky Ha cepeuchl Anaekca

CeTb

' [MNoakNouaTecs K caliTam, MCNonb3YOWWM WkdposaHue no MOCT. Tpebyetca Kpunrollpo CSP.
& ABTOMaTMUECKW OTKPbIBaTE CalThl No npotokoay HTTPS, ecnv oHW ero NoAAepXWEAT

D Mpeaynpexaats, £Cv y caiTa AomxHa 6biTe HTTPS-Bepcua, HO €& HeT

HacTpoiikun npokcu-cepeepa

YnpaeneHuve cepTudrKaTamu

Pucynok 44. Hactpoiika SIngexc.bpaysepa

B ClIydac OTCYTCTBUA yKaBaHHOI;'I OIIIUH YCTAHOBUTC AKTYAJIbBHYIO BECPCHUIO MHTCPHCT -

Opay3sepa.
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3. MPOBJIEMBI ITPU NOAKJIIOYEHNUUN K CUCTEME U UX YCTPAHEHUE

3.1. OxHo Bxoaa B Cucremy

B cnyuae oTkaza Bo Bxojae B CucreMy, HEOOXOIUMO:

4. Y6enutbcst B TOM, YTO YHOJHOMOUYEHHOMY JIMILY MOATBEPKICHO pa3pelleHue
pabotel B Cucteme (BBICBUIAETCS Ha aJpec YIOJHOMOYEHHOTO JIMIAa MOCJE YTBEPKIACHUS
3asBkU B DenepaibHoM (OHE 0053aTEIBHOTO MEUIIMHCKOTO CTPAaXOBaHUsA).

5. Y6enuTbcs B TOM, YTO B aBTOMATH3UPOBAHHOM paboOyeM MECTE YCTaHOBJICH
cepTudUKaT JMIIa, KOTOPOMY MOJTBEPAKACHO y4acTHE.

6. Y6enutbes B Tom, uto CHUJIC Bnaaensua ceprudukara (ykasaH B 1oyie CyObeKT
ceptudukara) cooretctByeT 3HaueHut0 CHUJIC B Cucreme.

7. [IpoBeputh CBOM HMHTEpHET-Opay3ep Ha CIHUCOK COBMECTHUMBIX Opay3epoB B
paszeine 1 JaHHON MHCTPYKLUU.

B cnydae, eciu mpoOieMbl COXPAHSIIOTCS, 3a Pa3zbsSCHEHHUEM TMOPSAKAa PErucTpanuu

noJib30oBartesiel oopalraiTech B ciyx0y noanepxku Cucremsl no tenedony 8-800-500-94-
96.

3.2. HNuble o1nnoOKn

B ciyyae BO3HUKHOBEHHMS OIIMOOK B TMIPOILIECCE TOJKIIOUEHUS U HACTPOWKH
IPOrPaMMHOI0 00ECTICUeHHsI, HE OMTMCAHHBIX B JAHHOW UHCTPYKIIMU, HEOOXOIUMO:

1. cnmenaTh CHUMOK 3KpaHa (CKPHHIIIOT) OIIHOKH;

2. B COOTBETCTBMM ¢ maramMu 1 - 9 pasnmena 1.5.5.2 WHCTPYKIIMH COXpaHHUTH
cepTudHUKAT KOPHEBOTO IIEHTPA CEPTUPUKAIINH;

3. 3aapxuBHUpOBaATH (00s13aTeJIbHO!) cepTU(PHUKAT U CKPUHIIIOT;

4. OTHpaBUTh apxXWB HaA aJpec 3JIEKTPOHHOW mouThl Stp gis@ffoms.gov.ru c
yKa3aHHUEM HauMeHoBaHMs opranm3anuu, VHH opranuzanum, HanmeHOBaHUSA
BBINIECTOSIIETO (eepabHOTO OpPraHa UCIIOTHUTENIBHON BiIacTH (IIPU HATTUYHH),
CHUJIC nonw3oBareis.

[Ipy BO3HMKHOBEHWW BOIPOCOB, CBS3AHHBIX C (yHKIIMOHUpOBaHHEM CHCTEMBI
HeoOxonmumo obpamatecss mo Tenedony 8-800-500-94-96 wnm octaBUTh OOpaiieHue B
MEKTPOHHON (opme ¢ mcmonb3oBaHueM pazgena Cucrembl «TexHudeckas MOIIEPIKKA
JOCTYITHOTO C MCTIOJIb30BaHNEeM B MeHIO CHCTEMBI.
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