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1 O01IHe MOJI0KEeHUS

[Mporpammusiii komruieke ViPNet Client 4 (nanee — I1K ViPNet Client) npeana3znauen mis
obecrieyeHns 0€30MacHON (3aLUIEHHON) epeiayn TaHHBIX MEX/1y CETMEHTaMHU BUPTYaJIbHOU CETH
ViPNet ¢ ucmonap30BaHMEM TPOU3BOIBHOM TEJIEKOMMYHUKAITMOHHOW HHGpacTpykTypsl IP-ceteid,
BKJIIOUAsi CETh CBSI3U OOIIETO MOJIb30BAHUS.

ITK ViPNet Client npenna3HadeH /it HCIIOJIb30BaHKS B COCTABE 3aIMIIICHHBIX BUPTYAIbHBIX
cereit ViPNet, obOpabarpBaronmx WH(OpPMAIHMIO, HE COACPKAIIYI0 CBEICHUI, COCTABIISIOIINX
rOCy/IapCTBEHHYIO TalHY.

ITK ViPNet Client Beimonaser GyHKIMHA mmdpoOBaHAS W UMHUTO3AMIUTHl [P-makeToB y3ia
B 3amuiieHHoll cetu ViPNet, nepcoHaJbHOTO CETEBOr0 JKpaHa, KIMEHTa [ oOMeHa
3amr(POBAHHBIMH U TIOANUCAHHBIMU COOOIICHHUSIMH.

ITK ViPNet Client npenna3naden ajst SKCIUTyaTallud B MPHJIOKEHUSAX U CHCTEMAx 3allduThI
uH(poOpMallMK, HE coJepralleld CBEISHUH, COCTaBJSIIONIMX TOCYJAapCTBEHHYIO TalHy, U MOXKET
BBIBO3UTBCS ¢ Teppuropun Poccuiickoit denepanun B COOTBETCTBHHM C  3aKOHOAATEIBCTBOM
Poccuiickoit denepaun B 00JaCTM  3KCHOPTHOTO — KOHTPOJS WM (M)  TaMOXKEHHBIM
3aKOHOJIaTeNLCTBOM EBpa3uiickoro SKOHOMHYECKOT0 COK03a B COCTaBE yKa3aHHBIX CHCTEM WM B
Ka4eCTBE CAMOCTOSITENIbHOTO U3/IeNusl.

ITK ViPNet Client obGecrieuriBaeT COBMECTHYIO pabOTy ¢ HMPOTPaMMHBIMHA U TPOTPAMMHO-
annapatHbiMu koMiiekcamu ViPNet npoussoactea AO «MHPoTeKCy».

1K ViPNet Client npenHa3HaueH /sl SKCIUTyaTallid B COCTaBE MPOTPAMMHOIO KOMILIEKCa

3amuThl nHGopmarmu ViPNet 4 cornacao popmyssipy @®PKE.00131-01 30 01 ©O.

1.1 Coctas nporpammubix cpeacts IK ViPNet Client
B cocras nmporpammuoro obecnieucnus (mainee — [10) ITIK ViPNet Client Bxosr:

— npariBep cereBor 3amuTel IPLIR, B3auMoaencTByOMNNE HEMOCPEACTBEHHO C ApABEPOM
ceTeBoro uHTepgelica KOMIbIOTEPA U OCYIIECTBISIFOIINM KOHTPOJIb U (PUITBTPALIHIO BCETO
BXO/ISIIIIET0 M UCXOAAIIET0 TpaduKa KOMIIBIOTEPA;

— cepBuc ympasieHus apaiiBepom ceteBoil 3amuthl IPLIRCONTROL, obecneunBarorimii
¢byHkuroHupoBanue y3na B cetd ViPNet, a MMEHHO 3arpy3Ky B JpaiiBep 3alUThl IPaBUI
¢unbTpanuu, cupaBouHor nHGopmaru o cTpykrype cetu ViPNet, cBeeHnii 0 ceTeBbIX
nmapamerpax npoctyma mis y3noB cetd ViPNet, mepemauy B 110 ViPNet Monutop
pe3yiapTaToB 00paboTku IP-makeroB; 3arpy3ky B ApaiiBep MmHMpoBaHUS KIOUYEH

U pOBaHUs; ayTUT OCHOBHBIX COOBITHH;
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— npatieep mmmdpoBanus [P-maketoB ITCSCRPT, ocymectBusromuii mudpoBaHue
u umuTo3auty [P-makeros;

— npunoxkerre ViPNet Client MouuTop, mpeaocTaBisioliee MoJb30BaTeli0 rpaduuecKuii
uHTepdeiic Uit ayTeHTU(HUKAIMHA, HACTPOWKHA COOCTBEHHBIX (WIBTPOB U TPUHATHS
GWIBTPOB U3 YNPaBIAIOLMX IIPOrpamMM, OrpaHHYEeHUs uHTepdeiica Moyb30BaTeNs]
u agmuHKcTparopa B npunokennu ViPNet Client MouuTop;

— cuctemMa OOHOBJIECHHUs, oOOecreyuBaroias OOHOBJICHHWE KIIOYEBOH U CIIPAaBOYHOM
undopmarmu, a Takxke [10 ViPNet Client;

— CEpBUC  PETUCTPALMM  IIOJIB30BATENsl, OOECIeUMBAOIINNA  00padOTKY  COOBITHIA
ayrenTudukanun nojp3oareis ViPNet Client;

— tpaHcnopTHblid Moayib ViPNet MFTP, peanusyromumii 0OMeH yrpaBIIsOIIeH, aapecHOil U
kmoyeBoil mH(popmarmerr ¢ 110 nenTpanmmu3oBaHHOrO yrpasieHHs ceTbio ViPNet
(TTIO ViPNet Administrator, TIO ViPNet Policy Manager), otmpaBky, npueM ¥u
MapUIpyTU3aLHUIO 3TEKTPOHHBIX JOKYMEHTOB (ITOYTOBBIX KOHBEPTOB), OTIPABKY, IPUEM U
MapuUIpyTU3ALHUIO JIEKTPOHHBIX JOKYMEHTOB (IIOYTOBBIX KOHBEPTOB);

— nporpamma ViPNet KoHTponb mnpuiiokeHuH, OCYIIECTBISAIONIAsS KOHTPOJb CETEBOM
aKTUBHOCTH TPWIOKEHUH M TO3BOJIAIONIAs pPEAJN30BbIBATH IOJUTHUKU JOCTyHa
IIPUJIOKEHUH B CETh;

— npukiaanoe [10 ViPNet JlenoBas nouta 111 oOMeHa 3aiM(ppoBaHHBIMU U MOAIHCAHHBIMU
COOOIIIEHUSIMU;

— nporpamma KeySetup, ocymiecTBisitoniasi NEpBUYHYIO0 YCTAHOBKY CIPaBOYHO-KIIIOUEBON
uHpopmanuu (painel auctpuOyTuBOB Kitoueil *.dst), chopmmpoBanHoil B LleHTpe
ynpasnenus cetbio [TK ViPNet Administrator 4, Ha y3en cetu ViPNet;

— MOJYJb pacIIUpeHHOH QribTpamu — cucteMa ooHapyxeHus Bropxkenuit ViPNet IDS HS
Bepcuu 1.5.3, mo3BoJstomas co31aBath (GUIBTPBI MPUKIAIHOTO YPOBHS [T OJOKMPOBAHUS
cogepxkumoro IP-makeroB M B3auMoJeiCTBOBaTH C AHTUBUPYCHBIM MPOTPaMMHBIM
oOecnieueHueM st OnokupoBanusi [P-tpaduka, ecnmu Ha KommbioTepe OOHApYKEHO
BpenoHocHoe [10;

— CpeICTBO KpUnrorpaduueckon 3aILUTHI UHpOpMaLIUU (nanee — CK3M)

ViPNet CSP Bepcun 4.4.8 (ucnonuenus 1, 2 u 3).
ViPNet Client BbIMONHSET CACIyIONIUE OCHOBHBIC ()YHKIIHUU:

— MEPCOHATBLHOTO CETEBOTO 3KPaHa, KOTOPHIH KOHTPOIHPYET HHPOPMAIUIO, MTPOXOSIIYIO

yepe3 ceTeBble HMHTEpQeEichl KOMIbIOTEpa, W 00ecneumBaeT 3alluTy HH(OpMaIuu
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HEIOCPEJCTBEHHO Ha KOMIIBIOTEpPE IOCPEACTBOM €€ (UiIbTpaluu, T.€. €€ aHalIu3a 0
COBOKYITHOCTU KPHUTEPHEB W IPUHATHS pelleHUs 00 ee pacupocTpaHeHuu B (U3)
KoMIibioTep(a);

— oOMeHa 3amM(ppOBAaHHBIMU M TMOJINHCAHHBIMU COOOIICHUSMH (IJIEKTPOHHAs I0YTa), a
TaKXe KOHTPOJIS 32 MPOXO0KIESHUEM U COCTOSTHUEM COOOIICHUA;

— mudpoBaHUS U UMUTO3AIIUTHI |IP-Tpaduka, QpaiiaoB U MOYTOBBIX COOOILICHHIA;

— CO3JaHus U IPOBEPKH JIEKTPOHHOM nojanucu (gainee — JI1);

— mpueMa ¥ OOHOBJICHHS CIPABOYHOW U KIIOUEBOW HH(GOpMAIMH, H3rOTaBINBAECMOMN
1K ViPNet Administrator;

— npuema u odonosnenus [10, nepexannoro u3 [10 ViPNet Administrator;

— npuema u OOHOBJICHUS CIPaBOYHOU uHpopManuy, U3rOTaBJIMBAEMOMN
ITO ViPNet Policy Manager;

— coznanus kmodei D11 u kimroueit nposepku OlI;

— XOIIMPOBaHHWS  JaHHBIX B coorBercTBUUM ¢  anroputmamu [OCT P 34.11-94
«Mupopmanmonnas texnonorus. Kpunrorpaguueckas 3ammra unpopmannu. OyHKIus
xommpoBanus» u  ['OCT P 34.11-2012  «MHpopMmaMoHHast — TE€XHOJIOTHSI.

Kpunrorpaduueckas 3amura nHGopmanu. OyHKIUS XIMIUPOBAHUI.
1.2 TpeOoBaHus K COCTABY TEXHUYECKUX CPEICTB U ONEPALMOHHBIM CHCTEMAM

Kommeiotep ¢ TIK ViPNet Client sBastercst omuum w3 ceteBbix y3imoB (manee — CVY)
BUpTyaJibHOW YacTHOW ceth ViPNet u BeimonHseT (yHKIMH 3allMIIEHHOTO paboyero mecra
nosnb3oBatess cetr ViPNet. [Tns ucnons3oBanus [TK ViPNet Client pedyercst, 4ToObI B OpraHu3amnuu
cymecTtBoBana cetb  ViPNet, ympaBneHue  KOTOpPOl  OCYHIECTBISIETCS C  IOMOIIBIO
1K ViPNet Administrator.

ITK ViPNet Client npeana3zHaueH /Ui UCTIOJIB30BaHUS Ha KOMITBIOTEPAX, MOICPIKHUBAIOIIHX
apXuUTEKTypy X86, Xx86-64 ¢ MUHUMATBLHO PEKOMEHTYEMOM TPOU3BOIUTEIIEM ONEPALIMOHHON CUCTEMBI
(manee — OC) anmapaTHOW KOH(UTYpalHel, a TAaK)Ke B BUPTYAIbHOU cpesie, MOANePKUBAIOIICH dTH
APXUTEKTYPHI.

ITK ViPNet Client ¢pyukunonupyet nox ynpasieauem OC MS Windows:

— Windows 8.1 (32/64-pa3psiaHas);

— Windows 10 (32/64-pa3psinnas);

— Windows 11 (64-pa3psianas);

— Windows Server 2012 (64-pa3psianas);
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— Windows Server 2012 R2 (64-pa3psiaHasi);
— Windows Server 2016 (64-pa3psianas);
— Windows Server 2019 (64-pa3psianas);
— Windows Server 2022 (64-pa3psianas).

[Tpumeuanue. JlomkeH ObITH ycTaHOBJIEH mocieanuii maker oonosmenus OC (Service Pack) u Bce

W3BECTHBIC KPUTUYECKUE OOHOBIICHUS, OITyOIMKOoBaHHBIC pou3BoauTenem OC.

IIK ViPNet Client momnepxuaer paboTy! B clieyOMIX BUPTYAIBHBIX CPEAX:

Microsoft Hyper-V;
VMWare Workstation;
— VMWare Player;
VMWare vSphere ESXi.

[Tpumeuanue. B ykaszanubix BupryanbHbix cpemax I[IK ViPNet Client moxer (yHKIIMOHHPOBATH

TOJIKO B MCITOJTHEHUH 1.

1.3 lonoanuteanHoe IO

AnrtuBupycHas 3amurta [TK ViPNet Client u cpensl GpyHKIHOHHPOBaHUS KPHUIITOCPEICTBA
(nanee — COK) obecrieunBaeTcs yTeM UCIIOJIb30BaHUS aHTUBHUPYCHBIX CpPEACTB,
ceprudunuponanubix PCb Poccun u () @CTIOK Poccnu ¢ ydeTom MxX KOMIETEHIIUH.

Ha xommbrorepe, rae ycranasauBaercs [TK ViPNet Client, He 10/KHBI ObITh aKTHBUPOBAHbI
CTOPOHHHME MEXCETEBble 3KpaHbl W MPUIIOKEHHS, OOecreuuBaroliyue IMpeoOpa3oBaHUE CETEBBIX

aapecos (NAT).

! Ha npumensiemsrii B BupTyansueix cpenax K ViPNet Client 4 neiictue ceptudukara cooTBeTcTBUS «BpeMEHHBIM
TpeOOBaHUAM K YCTPOHCTBAM THIIa MEXKCETEBbIE DKPAHbI» HE PAacIIPOCTPAHSIETCS.
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2 Pasrpannyenue mosHomMounii B cetn ViPNet

Anmunuctpatopsl ceth ViPNet — mnpuBuierupoBaHHble moJyib3oBaTenu cetd ViPNet,
o0saiaronye J0N0JIHUTEIIbHBIMU IOJTHOMOUHSMHU.

AnmunuctpaTopsl cetu ViPNet 10KHBI Ha3HaUaThCs U3 YKCIa 0CO00 TOBEPEHHBIX JIMIL.

Ha3nauenue agmuHucTparopoB cetd ViPNet NODKHO OCYIIECTBISATBCS B COOTBETCTBUU
C IpUKa30M (pacHopspKEHHEM) PYKOBOAMTENS OpraHu3auuu (moJpas3ziefieHusi), OTBETCTBEHHOIO
3a obecrieuenne 3amuThl HHGOpManuu. JlesrensHocTh amMuHHCTpaTopoB cetn ViPNet nomkHa
periIaMeHTHPOBATHCS TPEOOBAaHUSMU UHCTPYKLIUH, ONPEAEIISAIOIINX TOPAJOK U IPAaBUIIA BBIITOJIHEHHS
aJIMUHUCTPATOPaMU CBOMX (DYHKIIMOHAJIBHBIX 00S3aHHOCTEH.

Jnst obecriedenust 6e3o0macHoi skcruryatanuu cetn ViPNet mommkHBI ObITh c(hOpMUPOBAHBI

TPU TPYNIIbI AAIMUHACTPATOPOB € COOTBETCTBYIOLIUMU ITOJTHOMOYUSMU.

2.1 I'pynna aiMMHHCTPATOPOB 0€30MACHOCTH
A,Z[MI/IHI/ICTpaTOp 0€30I1aCHOCTH BLIIIOIHSIET CJIeaAyromue (I)YHKI_II/II/IZ

— OCYLLIECTBIISIET pa3BepThIBaHUE U BBOJ B dKcIutyaTaruio CVY, yctaHoBKy kitoueld Ha CY u
KOHTPOJIb UX XPaHECHHUS,

— OCYLLIECTBIISIET KOHTPOJIb U HECET OTBETCTBEHHOCTH 3a COOJIIOJIEHUE MPaBUIl OE30MacHOM
skcrryatanuu CVY wium rpynnsl o6cinyxuBaembix M CVY;

— ocymiectBiseT HacTporku OC u npukiagHoro [10;

— OCYILLECTBIISIET KOHTPOJIb HaJ COONIOACHUEM MPaBUJI SKCIUTyaTallud U COOIIOACHUEM Mep
3alIUThI OT HECAaHKIIMOHUPOBaHHOTO JocTtyna (nanee — HC/);

— MEePUOIUYECKHN OCYHIECTBIISIET MPOBEPKY LesnocTHocTH [10;

— npoBoauT MOHUTOPUHT coObITHII HC/I k I1O 1 mombITOK ceTeBbIX aTak.

I[J'ISI oOecreueHUsT CBOHUX (I)yHKI_II/Iﬁ AAMHUHUCTPATOP 0e30IMacHOCTH JOJDKCH HMCTH

BBIJICJICHHYIO YUETHYIO 3aluch Jis Bxoaa B OC ¢ mpaBamMu aIMUHUCTPATOPA.
2.2 I'pynna agmunuctparopos LIYC

Anmunuctparop llentpa ympaBnenust cetpto (manee — L[YC) BbemonHseT ciaepyromme

byHKuun:

— OCYIIECTBJISIET PETUCTPAIIMIO CETEBBIX y3JIOB U IMOjb30oBarenei cetu ViPNet;

— 3aJ1aeT POJIM CETEBBIM Y3JIaM;
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3aJlaeT CBOWCTBA poJiell (HampuMep, ypoBEHb OJTHOMOYHIA MOJIb30BATENs);

Ha3HA4yaeT CBI3U Mexay oObekTtamu ceTu ViPNet (ceTeBbIMU y31aMH, MOJIB30BATEISIMH,

IpynraMH MoJjib30Bareseil);

dbopMupyeT © pacchulaeT y3laM H Toib3oBaresiMm  ceth  ViPNet oOHOBIEHUS

CIPaBOYHHKOB, Kito4ueBoil nupopmarmu u 110 y310B cetn ViPNet;

o0ecrieunBaeT MEKCETEBOE B3auMO/ICHCTBUE ¢ ApyruMH ceTsimu ViPNet.
Jiis obecrieuenus ceoux pynkuuii agmuauctpatop LY C momken:

— ObITh 3apeructpupoBad Ha CY, Ha kotopoM ycranosieHo [10 ViPNet Administrator ITYC;

— obmagate maposeM Bxoaa B OC ¢ mpaBaMu, JOCTATOYHBIMHU JIJIS BBIMIOJTHCHHSI CBOUX
00513aHHOCTEN;

— obaaate maposieM st BXxoja B mporpammy ViPNet Administrator ITYC u uMeTh 10CTYI K

ee pabo4nM KaTajaoraMm.

2.3 I'pynna apmunuctpatopoB YKI|

AaMuHUCTpaTOp YIOCTOBEpSIONIEro M KitoyeBoro ueHtpa (nanee — YKII) BwimomHser

cienyromye QyHKIUU:

— oCyHIeCcTBIsIET (popMUpOBaHME M OOHOBIICHHE CUMMETPUYHON KIFOUEBOW M MEPBUUYHOU
napoJibHOM MH(MOpMaIUu U1 Y37I0B U TIoJib3oBateneit cetn ViPNet;

— ocyuiecTBisieT  (GOpMHUpOBaHHE  HAOOPOB  CHPABOYHO-KIIOUEBOW  HMH(POpMALIUU
JUTSl IPBUYHON MHULIMATU3AIKK y3710B ceTu ViPNet;

— ocylecTBiIsieT (OPMHUPOBAHUE M CBOEBPEMEHHYIO CMEHY MacTep-KJIouel CBOEH ceTh U
MacTep-KIIIo4ei JIJIsl MeKCETEBOr0 B3auMOIEHCTBHS;

— obecnieunBaet ¢dbopmupoBanue u OOHOBJICHHE KJIFOUEBOM uHpopMauu
MIPU KOMIIPOMETALUSAX;

— oOecrieunBaer  cBoeBpeMeHHyr —mnepemady B IIK ViPNet Administrator I[YC
c(hOpMUPOBAHHON KJIIOYEBOM U CIIPAaBOYHOI MHPOpMAIINH;

— ocyuecTBisier co3nanue kmoudei JlI u xiroueit nposepku JII kak 1y mosib30BaTesen

cetu ViPNet, Tak 1 JIj1 BHEIIHUX I10JIb30BaTEIICH.
Jlnst obecrieuenus ceoux pynknuii agmuauctpatop YKI nomken:

— ObITB 3apeructpupoad Ha CY, Ha kotopoM ycranoBiieHo [10 ViPNet Administrator YKII;
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— obmnagate maponem Bxoga B OC c¢ mpaBamu, JAOCTATOYHBIMU MJIE BBIIIOJHEHUS CBOUX
00513aHHOCTEH;
— 00mazaTh maposieM Uit Bxoaa B mporpammy ViPNet Administrator YKII u umeTs 1ocTyIn K

ee pabounM KaTajaoram.
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3 TpeGoBaHMsI K pa3MellleHUI0 TEXHNYECKHUX CPeICTB

[Tpu pa3zmeniennn texuuueckux cpenacts (nanee — TC, komnbrorepo) ¢ [IK ViPNet Client

CICAYCT PYKOBOACTBOBATHCA CIICAYIOIIMMH PCKOMCHAAIUAMU

1.

Pacrionoxxenue, crenuaibHOe O0OpYAOBaHHE, OXpaHA M OpPraHU3allUsl PEKHMa MecTa
pasmenieaust TC ¢ ycranosnernbiM ITK ViPNet Client 1omkHbBI B TOJHOM COOTBETCTBHH
¢ MHCTpyKIHeH [3] obecneunBarh 6€30MaCHOCTh HH(POPMAITH OTPAHHYEHHOTO JIOCTYIIA, B
TOM 4YHCIIE KIIOYEeBOM HH(POPMAILMHM, HMCKIOYEHHE BO3MOXHOCTH JIOCTYyNa JIHI, HE
nonymieHHbIx Kk padote ¢ ITK ViPNet Client, k 1okyMeHTallMy Ha HETO U K HAOJIFOICHHIO
3a pabororr ¢ IIK ViPNet Client, wuckiroueHne  BO3MOKHOCTH — YMBIIIJICHHOTO
noBpexaeHus win kpaxu TC c ycranonenubiM [IK ViPNet Client u nHocuteneii

UH(POPMALIUN OTPAaHMYEHHOTO JIOCTYIIA, B TOM YHCIIE KIIFOUEBOW HH(POPMALIUH.

. HOpHI{OK AO0ITYCKa B IMOMCHICHHEC OIPCACIISACTCA BHYTpeHHeﬁ HHCTPYKHHCﬁ, KOTOpas

pa3pabaThiBaeTCsa C y4eTOM CHEHU(PUKA U YCIOBUN (YHKIIMOHUPOBAHHUS KOHKPETHOM

CTPYKTYpBI opranu3anuu, skcrunyatupyromieit I[TIK ViPNet Client.

. JlomkHBI OBITH TIPUHSTEI Mepbl 10 UckIodeHn0 HCJ[ Ha 0OBEKT MOCTOPOHHHX JIWII.

[Topsimok nomycka Ha 00OBEKT JI0JIKEH ONpeAENAThCS BHYTPEHHEH HHCTPYKIIUEH, KoTopast
pa3pabaTbiBaeTcsi €  y4yeToM  CHEHUPUKHM W YCIOBUM  (DYHKIIMOHMPOBAHUS

AKCIUTYaTHPYIOIIEH OpraHu3alu.

. JloIKHBI OBITH IPUHSTHI MEPHI 110 HAZE)KHOMY COXPAaHEHUIO B TailHe mapoJsei pocTymna u

KIoueBoil nHpopmanuu. [Ipu HEOOXOAMMOCTH XpaHEHUsS KIOYeBOW HH(OpMaluu Ha
CbEMHOM MallIMHHOM HocuTele (Hanpumep, USB-HocuTene) n0mkeH ObITh IPeayCMOTPEH

cei@ st XpaHEeHUs TaKOrO HOCUTETIS.

. Ha Bpems wunummanuzauuu auctpuOyruBa kimtoueil TC 1omkHO OBITH OTKIIOYEHO

0T UHGOPMALIMOHHOM ceTH (JiokanbHOM cetn, Wi-Fi u ap.).

. HOp}IIIOK OXpaHbl W OpraHu3aluu peKUMa HOMCHlCHHﬁ, B KOTOPBIX HaAXOAATCA TC,

pernmamenTupyetcs paszaenom IV unctpykumn [3].

. TIK ViPNet Client momkeH HCIONB30BaThCsI B COOTBETCTBHH C JKCILTyaTallMOHHOMN

JIOKYMEHTaLUEH.

. [Ipu sxcruryatanmu TC ¢ ycranosnennbiM 1K VIPNet Client 1omkHBI BBITOTHSTHCS

neiictByromue B Poccuiickoit ®enepauuu TpeOoBaHMS MO 3alluTe HHPOpPMALUH,

TIpeaHa3HAuYeHHOH T MU(POBAHKS, OT YTEUKH M0 TEXHUYECKHM KaHamaM>,

2Tpe6oBaHus 110 3aUIMTe HHPOPMALMH OT yTEUKH MO TEXHHYECKUM KaHalaM, B TOM YHCJIE M0 KaHaJly CBS3H IPHBEIEHHI,
Hanpumep, B CTP-K.
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4 YcranoBka u BBoj B 3kcruryatanuio ITIK ViPNet Client
4.1 Tlopsimok pacnpocrpanenusi u yuera IIK ViPNet Client

ITK ViPNet Client u makeT JTOKyMEHTOB K HEMY IIOCTaBJIIETCS B DJIEKTPOHHOM BHIC
Ha HOCHUTEJISIX, U3rOTOBJICHHBIX npon3BoautesieM (AO «MHpoTeKCy).

ITIK ViPNet Client mocraBnsiercs B JABYX BapHaHTaXx — JAUCTPUOYTHB JUIsl TMEPBUYHOMN
UHCTAULIIUN W TaKeT YAAJICHHOTr0 OOHOBIEHHS JJIsi LEHTPAJIU30BAaHHOTO OOHOBJICHUS W3
ViPNet [TYC.

[Tepenava quctpuOyTHBa W MakeTa JOKYMEHTOB OT HMPOM3BOAUTENS B SKCIUTyaTHPYIOIIYIO
OpraHW3allMi0  OCYIIECTBISIETCS  JIOBEpEHHBIM  crocoboMm  agmuuuctpatopy LYC  mmbo
AJIMHHHACTPATOPY OC30MMACHOCTH.

B mepBoM ciydae mpoBepKy ILI€IOCTHOCTH ocyuiecTBisieT aamuHucrparop L[IYC myrem
CPaBHEHUS KOHTPOJIBHBIX CYMM JAUCTPUOYTUBA C YKa3aHHBIMH KOHTPOJIBHBIMU CYMMaMH B pOpMyJIsipe
Ha npoaykt. Janee agmunuctparop LIYC ornpapinsier tuctpuOyTUB aIMUHUCTPATOPY O€30MacHOCTH
10 3alMIICHHOMY KaHary cBsi3u mpu oMot ViPNet Jlenosas mouta. [jis Takoro croco6a nepeaayu
Ha pabouux MecTax aJMHHHUCTpaTopoB nomkeH ObiTh yctanoieH [IK ViPNet Client (B cocras
kotoporo Bxoaut ViPNet Jlenosas moura), ceprudurmposanusiii B ®Ch Poccun.

Bo BTOpOoM ciydae mpoBepKa IIEIOCTHOCTH ITUCTPHOYTHBA TIEpe] €ro HHCTAIUIIHEH
OCYIIECTBIISICTCSI  a]MHHHCTPATOPOM OE30MACHOCTH IIyTEM CpPaBHEHHSI KOHTPOJBHBIX CYMM
JUCTpHOYTHBA C YKa3aHHBIMU KOHTPOJIbHBIMUA CyMMaMH B (hOpMYyJIsipe Ha MPOIYKT.

Ilepenaua makera yJaJeHHOro OOHOBJEHUS M IaKeTa JIOKYMEHTOB OT IPOM3BOIUTENS
B OKCIUTyaTUPYIOIIYI0 ~ OPTaHM3ALMIO  OCYIIECTBISACTCS  JOBEPEHHBIM  CIIOCOOOM  TOJBKO
angmunuctpatopy LIYC.

IIpoBepka  IIETOCTHOCTM  MaKeTa  yJAJEHHOIO  OOHOBJIEHUS  OCYIIECTBIISETCS
anmuuuctpatopom L[YC nepex mposeneHueM mnpoueaypsl yraneHHoro oOnorieHus 10 myrem
CpaBHEHHs KOHTPOJIBHOM CyMMBI (aiiyia makeTa yAajJeHHOr0 OOHOBJICHHUS C YKa3aHHOM KOHTPOJIBHOM
cymmoit B Qopmynspe. B atom ciywae gocraBka obHoBieHus [IO ocymiecTBisieTcss s yxe
YCTaHOBJICHHBIX M BBEJCHHBIX B OKCIUTyaTanuio y3i10B VIPNet mo 3amuiineHHbIM KaHaliaM H C
BhINOJTHEHUEM TpoBepok nenoctHocTH [10 cpencrBamu 10 ViPNet Client Monwurop. [Tonb3oBaTento
y3na ViPNet He TpeOyercss MPOBOAMTH MPOBEPKY IIEIOCTHOCTH TUCTPUOYTHBA TIPH IIpHEME
u oonossienuu [10, ornpasiennoro u3 ViPNet IIYC.

[TosK3eMILIspHbIIH y4eT JTUCTPHOYTHBOB ITK ViPNet Client OCYIIECTBIIACTCS

npousBoauteneM (AO «MHpoTeKCy») B nporiecce MOATOTOBKH KOMITJICKTA U3/ICITHSI.
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Hanee, B 3aBucuMocTH ot criocoba moyuenus ITK ViPNet Client:

1. B ciyyae moiydeHHs] KOMIUIEKTa U3/ETUsSl HA 3JIEKTPOHHOM HOCHUTEJE aJIMUHUCTPATOPY
LYC wmm agMuHHCTpaTOpy O€30MAaCHOCTH, OTBETCTBEHHOMY 3a YCTAaHOBKY U
skcrutyaranuio [1K, mpenocraBnsercss sx3eMIuisip AucTpuOyTuBa, GOpMyIIsip U3IETus B
OyMa)XHOM BHJI€ C YKa3aHHeM peructpamnronnoro Homepa CK3U, cepuiiHoro Homepa u
KOHTPOJIbHON CYMMBI TUCTpUOYTHBA.

2. B cnyyae BBINONHEHUS LIEHTPAIM30BAHHOTO OOHOBJICHHS MOCPEICTBOM OTIPABKH
oonosienust u3 ViPNet Administrator (LIYC) agmunmcrpatopy LIYC npenocraBisiercs
sx3emmuisap ITK ViPNet Client B Buze nakera ynanenHoro oonosnenus (*.1zh), dopmyssip
u3zienusi B OyMaKHOM BUJIE C YKa3aHHEM CEpUMHOTO HOMEpPAa, KOHTPOJIbHOM CyMMBI (aiiia
Makera yAaJeHHOro OOHOBJIGHHS M CHHCKa peructpanuoHHbIx HomepoB CK3U mo
KOJIMUECTBY OOHOBJISIEMBIX Y3JIOB.

3. TT09K3eMIUTSIpHBIN y4eT KONMWN HM3IETUs JOJHKCH OCYIICCTBISTHCS B IKCILTYaTHPYOIICH
opranuzaiuu. /s sToro:

1. AnMuHucTparop 6€30MacHOCTH MPHU YCTAHOBKE M BBOJIE B AKCILIyaTAIllUIO U3EIUS
npucBauBaeT ycraHaBiuBaemon konuu CK3U yueTHbIi HOMEp, KOTOPBIM J0KEH
BKJIIOYaTh peructparuonusii Homep CK3U, 3adukcupoBanHbIl B QopMyIsipe,
U UISHTU(QULUPYIOIIUI KOMUI0 TPU3HAK (HampuMep, TOPSIKOBBIH HOMEp
MHCTAUIALMU uiau HazBaHue (Homep) TC, Ha KOTOpBIM yCTaHOBIEHA KOMMS
ViPNet Client). MexaIy perucTpaioOHHbBIM HOMEPOM U HACHTH()UIHPYIOIIAM
MPU3HAKOM JIOJDKEH HAXOJIUTHCS Pa3ACAIONIMKM 3HAK (HApUMEp, «-», «/», «:» U
T.IL.).

2. AnmuHHCTpaTOop O0€30MacCHOCTH BHOCHT PErMCTPAllMOHHBIA HOMEpP B IKypHal
MO3K3EMIUISIPHOTO YYeTa.

3. Jlns kaxoro ycranosiaeHHoro CK3U npu HE0OX0AMMOCTH H3TOTABIMBACTCS KOTIHS
bopmysipa (c momerkoit «Komusi»), B pa3ien S KOTOpOro BHOCUTCS pa3AessiIoIuit
3HaK U WACHTUGHUIMPYIOUHA Konuto npu3Hak. [loxydyennsiii Homep CK3U nomxen

COBIAJATh C MPUBEACHHBIM B )KYPHAJIE TO3K3EMIUISIPHOTO Y4eTa.
IIpumeyanus:

1. YcraHoBKa J0OJKHA OCYIIECTBIATHCS B COOTBETCTBHHU C MOApasaesiom 4.2,
2. JInst obecriedeHusi KOHTPOJISL LEIOCTHOCTU JTOJDKHBI OBITh MPUHSATHI MEPHI 1O MPOBEPKE

KOHTPOJILHON CyMMBI MTOTYYE€HHOTO JUCTPHUOYTHUBA COTIIacHO mopaszaerny 4.1.
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3. MakcumanpHO aomyctumoe koiaudectBo konuid ViPNet Client, yctanaBnuBaembix Ha TC
IKCIUTYaTUPYIOLICH OpraHU3aliy, OTPAHUYUBACTCS YHCIIOM, YKa3aHHBIM B JIMIIEH3MOHHOM
COTJIAIICHUH.

4. JlommyckaeTcsl JenaTh HEOOXOAMMOE YHCIO YYTCHHBIX KOMUH ONTHYECKOrO JHCKa
C TUCTPUOYTHBOM M IKCILUTYaTAIMOHHOW JOKYMEHTAIHCH.

5. XKypHain mosK3eMIUISIPHOTO ydeTa JOMYCKAaeTCsl BECTH B OyMa)KHOM HIIM DJICKTPOHHOM

Buzie. Dopma jxypHasa OIK3EMIUISIPHOTO y4deTa IpUBe/IcHAa B JoKyMeHTe [3].

4.2 Yceranoska IIK ViPNet Client

VYcranoska [TK ViPNet Client ocymectriisieTcss TONBKO a IMUHUCTPATOPOM OE30MACHOCTH.

Jlo ycranosku ITK ViPNet Client Heo6xoaumo:

— npoBeputh padorocrnocodHocTh TC M MX COOTBETCTBHSA TPEOOBAHUSAM II0 Pa3MEIICHUIO
(pazmen 3);

— MpOBEpHUTH, YTO ycTaHoBieHHOe [IO He comepXHUT CpeAcTB pa3pabOTKHM W OTIAIKU
MPWIOXKEHNUH, a TaKKe CPEJCTB, MO3BOJIAIOIINX OCYIIECTBISATh HECAaHKLIMOHUPOBAHHBIN
JIOCTYII K CHCTEMHBIM pecypcam;

— IPOBEpPUTH, YTO OTCYTCTBYIOT CpPEJICTBA, 3allOMHHAIOLME HAXaTUsl KIABHUII U JIPyrue
JeicTBUS TONb30BaTeNs (Harpumep, Punto Switcher);

— MPOBEPUTH KOMIIBIOTEP HA OTCYTCTBHE BUPYCOB;

— OTKJIFOYUTH YYETHYIO 3aIKCh JIJIsl rocTeBOro Bxoa (Guest);

— YCTaHOBMTH IpaBa JIOCTYyIA K Katajgoram yctaHoBku 110 u 1pyrum karanoram KOMIbroTepa
JUIS. KQXJ10M yU4eTHOM 3allMCU B COOTBETCTBUM C IIOJTHOMOYMSIMH OJIb30BaTENsl B 00bEME,
HEOOXOIMMOM JIJIS BEITIOJHEHUS €r0 00SI3aHHOCTEN;

— YCTaHOBUTH TpaBa Ha 3arpy3ky OC B 6€30macHOM pexuMe TOJIBKO I aIMUHHUCTPATOpa
KOMIIBIOTEPA;

— MPOBEPUTH LIETOCTHOCTH (aiina quctpudytusa [10 myTem cpaBHEHUs KOHTPOIBHOW CYMMBI
¢aiina c KOHTPOJIBLHON CYMMOH, YKa3aHHOU B opMyItsipe;

— oTKJIIOUUTh B HacTpoiikax OC pexum fast startup (fast boot) ms 3aBepmenus padotsr TC;

— Ipy  HEOOXOAMMOCTHM  YCTaHOBKM  CTOPOHHMX  JIpallBEpOB  NPEAYCMOTPETh
KOMITEHCUPYIOIINE MEPHI JUIsl TPEeIOTBPALLIEHUS BO3MOXHOCTH 00X0/1a CETEBBIX (DUITBTPOB.
Hanpumep, ecim Ha KOMIBIOTEPE NPOM3BEIEHA YCTAHOBKA CPEICTB BHUPTyaIu3alluu

(Virtual Box, WMware), TO aaIMHUHHCTPATOp OC30MAaCHOCTH JOJKCH IPOU3BECTH
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OTKJIIOYEHHE JpaiiBEpPOB CETEBOI0 MOCTA, BXOJSAIIMX B COCTAB YCTAHOBJIEHHBIX CPEICTB

BUPTYaIU3aIUH, JUJIsl CETEBbIX HHTEP(ECOB KOMIBIOTEPA.

B BIOS nomkeH ObITh ycTaHOBIIEH OAMH BapuaHT 3arpy3ku OC — ¢ KECTKOTO AWCKa, BCE
TbTepHATHUBHBIC BAPHAHTHI 3aTPy3KHU JOKHBI OBITh OTKIIIOYCHBI, B TOM YHCIIE CETeBas 3arpy3Ka.

Hacrtpoiiku BIOS moipKkHBI OBITH 3alUINEHBI MApOJIeM, YIOBJIETBOPSIONIAM YCIOBHUSIM
nojapazaena 4.5.

VYcranoska [TIK ViPNet Client ocymiectsiisieTcst B COOTBETCTBHH € JOKYMEHTOM [4].

[Tpu ycranoske I1K ViPNet Client B ucnonaenun 3 10/kHa ObITh YCTaHOBIICHA IPOTPaMMa
ViPNet SysLocker (Moay:np 3amutei COK) B cOOTBETCTBUU € JOKyMEHTOM [6].

Taxxke MO 3aBepIIEHMH YCTAaHOBKH OCYIIECTBISAIOTCS HacTpoiiku I[1O B cooTBeTcTBUU
c TpeboBaHusamMu mnozapasnena 4.4, GopMupoBaHHME KOHTPOJIBHBIX CYMM B COOTBETCTBUU

¢ moapazaenom 5.1 u koHTpoIk paborocriocoorocT [10 B cOOTBETCTBHU C TOIpa3ACiioM 5.2.

4.3 BBoa B 3KCILTyaTaAIMI0

Beon B okcmuyarammio  IIK ViPNet Client  ocyiecTBisieTcss  aqMHHHCTPaTOPOM
0e30IMacHOCTH.

Ha xaxmoe pabouee mecro, ocHameHHoe [TK ViPNet Client, odopmisercst akt o BBoje
B OKCIUTyaTal[MIO 110 TUIIOBOM (hopMe. AKT MOXKET XPaHUTHCS Y aIMUHKCTPATOpa 0€30MaCHOCTH HITH Y

TI0JIL30BAaTENIsI, OTBETCTBEHHOTO 3a dkcrutyaTaiuo [TK ViPNet Client.

4.4 Tpeoosanus k Hactpoiikam IIK ViPNet Client

[Mepen BBogom ITK ViPNet Client B skcrtyatanuio aaMUHHCTPATOP 0E30MAaCHOCTH JIOJKEH
nactpouth CK3U ViPNet CSP 4.4 B COOTBETCTBHH C IKCITyaTAIIMOHHOM JTOKyMEHTAIMEH Ha TaHHOE
CK3H.

I[J'ISI OCYHICCTBJICHUA HACTPOCK HCOGXOI{I/IMO BBCCTHU IAPOJIb aIMUHHUCTpPATOPA Cy, 3aTCM:

1. OcymectButh Hactpoiiky I[TK ViPNet Client B coorBeTcTBHU ¢ 1OKyMeHTOM [4].

2. YCTaHOBUTH MUHUMAIIFHO BO3MOKHOE 3HAYCHHE JIOITYCTUMOM Pa3HUIIBI MEXKYy BpeMEHEM
OTIIpaBKH U nipuema [P-makera, He npeBbimaromee 10 MuH.

3. YcraHoBuTh B KauecTBe anropurma mudpoBanus ['OCT 28147-89 B HacTpoiikax
napametpoB Oe3omacHocti 10 ViPNet [lenoBast mourta. BBIIOIHUTE HACTPOHKY OOIIMX

napametpoB [1O ViPNet JlenoBast mouTta B COOTBETCTBUH C JOKYMEHTOM [8].
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4. BKITIOYHTH PErHCTPALUIO B KypHalie BceX [P-makeToB, HACTPOUTH MapamMeTphl pa3MepoB
YKypHaJa ¥ apXHBa )KypHaJla U MHTEepBaJla arperaliu, UCX0sl i3 HHTEHCUBHOCTH TpaduKa,
npoxozasuiero yepes CV.
5. 3anmpeTuTh WM OTPaHUYUTh yaaneHHoe ynpasieHue OC myTemM HacTpOEK, 3anpeiaronnx
(GWIBTPOB LTSI IPOTOKOJIOB M TOPTOB yAajdeHHOTO yrpasieHus OC 115 BceX y3JI0B, KpoMe

CIEIUATIbHO BBIICICHHBIX JUIS ATUX ICIICH.
JHononuurensro st ucnoiaenus 3 [TK ViPNet Client Heo6xoaumo:

1. BxurounTts onuuio «O0s3aTeNnbHbIM BBOJ apoJisd IPU BXO/IE€ B ONIEPALUOHHYIO CUCTEMY».

2. BpiOpaTh Tun ayTeHTHQUKAUU «Y CTPOMCTBOY», IEpEeHECTH (IIPU HEOOXOJUMOCTH) KIIIOY
3alIUTHl [OJIb30BAaTENsl Ha YyCTpoWcTBO. Jlpyrume THUMBI ayTeHTU(UKAIMH MOTYT
UCIOJIb30BAThHCS TOJIBKO MPHU YCIOBUU 00ECIICUEeHHUS JOMOJIHUTEIbHBIX OPTraHU3aIMOHHBIX
Mep, UCKITIOYAIOIINX JOCTYIT TOCTOPOHHUX JHII K 1aHHOMY CVY.

3. Beikmrounth onmuio «Pa3pemmTs COXpaHeHUe Mmapoiis B pEecTpe» — BKIIOUCHUE JaHHOU
omuuu gonyctumo ans CY, paboTaronux B HEOOCITYKHBAEMOM PEXUME MPHU YCIOBUU
oOecrieueHUs JIOTOJHUTENBHBIX OPraHU3alMOHHBIX MeEp, MCKIIOYAIOIUX JIOCTYI
OCTOPOHHUX JiHII K JaHHOMY CY. B0 BceX OCTaNBHBIX ClTydasx JaHHas PyHKIUS J0DKHA
OBITH OTKJIIOUEHA.

4. YCTaHOBUTH MHTEPBAJ aBTOMATHUYECKOTO OJOKHPOBaHWS KOMITbIOTEpa MpHU Oe31eiicTBIH
MOJIb30BaTeNs B TeUeHHE 15 MUHYT.

5. BkirounuTh  ONIui0  OJIOKUPOBKH  KOMITBIOTEpPA TIPU  OTKIIOYCHHH  YCTPOMCTBA
ayTeHTU(UKALIUH.

6. Yo6enutncs, uto ycranosieHo u HactpoeHo I1O ViPNet SysLocker, npeanasnavuentoe st

3alUThI cpenibl PyHKIHoHupoBanus, Bxosiiee B coctaB CK3U1 ViPNet CSP 4.4.

[Tocrne HACTpOWKHM 3ampeTUTh WM OTPAHUYUTH HWHTEpQeEiCc Mosb30BaTesl B MPOrpaMmMme,
BOCIOJIb30BaBUINCH MpaBaMu agMuHucTparopa CY nubo HacTpolKaMy MOJIHOMOYHUI MOJB30BaTENs

y3na B I1O ViPNet Administrator IIYC.

4.5 Peructpauus noab3oBareseii u CY B cetu ViPNet

Peructpanuio TIK ViPNet Client B ceru ViPNet ocymecTBiasiioT aJMUHHCTPATOPHI,
BXojsmme B rpymnny aamuHuctpatopoB LIYC, ¢ ucnonszoBanuem ITK ViPNet Administrator [IYC
B COOTBETCTBUU C JOKYMEHTOM [1].

ITpu perucrpauuu CY agmunuctparop L{YC pykoBoacTBYeTCS CleaAyOMUME IIPaBUIaMU:
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— CBA3M CETEBBIM Yy3JIaM 3aJaloTcsi BBIOOPOYHO — HE cienyer 0e3 HeoO0XO0AUMOCTH
HCII0JIb30BaTh ONINI0 «CBsI3aTh BCE CETEBBIE Y3IIbDY,
— CY nomxHbl ObITh Ha3HAY€Hbl TOJBKO POJIM, KOTOPbIE HEOOXOIMMBI I0JIb30BATEISIM

JaHHBIX cy JJIA BBIIIOJIHCHHA CBOHMX 3aaad.

Ecniu nns monb3zoBatens CVY  Obu1  ycTaHoBieH cnoco0 ayreHTHdukauuu «llaponb
Ha yCTPOHCTBE» (Hampumep, AaHHbIi crocob O0but HacTpoeHn B I1IO ViPNet Gonee paHHel Bepcun),
TO MPU TIEPBOM BO3MOXKHOCTH ~aJMHHHCTPATOp O€30MacCHOCTH JOJKEH CMEHHUTh JTOT THII
ayTeHTU()HUKALUU HA APYTOU.

Jmsa CY nomkeH ObITh 3amaH  maposib  agmMuHuctpatopa CVY. Ilapons 3amaercs
agmunuctpatopoM YKII, ¢ ucnons3oBanuem ViPNet YKII B cooTBeTcTBHU € JOKYMEHTOM [2].

[Ipu nHasznauenum mnapons mois3oBarento CY (majee 1O TEKCTYy — MapoJis) JOJIKHBI

BBITIOJIHATHCA CIICAYIOIINEC Tpe60BaHI/IﬂI

1. Haponb JOJIZKCH COCTOATHh HC MCHEC UYEM U3 BOCbMHU CHMMBOJIOB.
2. B apoJi€ OOJIKHBI NPUCYTCTBOBATH CHUMBOJIBI JABYX KaTeFOpI/Iﬁ H3 49ucCiia CJICAYROHIUX

YEThIPEX:

CTpOYHbIE OYKBbI aHIJIMICKOTO angaBuTa OT «a» 10 «z» (Bcero 26 CUMBOJIOB);

— NPOINHUCHBIE OYKBBI aHTTIUHCKOTO aipaBUTA OT «A» 10 «Z»;

— necatuuHbie TUGPHI OT «0» 10 «9»;

— CHUMBOJIBI, HE MpHHaIeKamMe K andaBUTHO-IMPpoBoMy Habopy (Bcero 68

CHMBOJIOB).

3. Ucnonp3oBanue Tpex M 0OoJee CHMBOJIOB, PACHOJOKEHHBIX TMOAPS] Ha KIaBHAType,
HEJIOYCTHUMO.

4. Vcnonp3oBaHue Tpex W 0OoJjiee CHMBOJIOB, WAYIIUX TOAPST B andaBUTHOM IOPSIKE,
HEJOMYCTHUMO.

5. Hcnonp3oBanue Tpex u 0ojee OAMHAKOBBIX CHMBOJIOB, UAYIINX MOAPSA, HEAOMYCTUMO.

6. 3amaHue maposIsl, COBIAAIOIIETO C OJTHUM M3 TPEX TOCIEIHHUX MTapojeid, HeJOMyCTUMO.
Kpowme Toro, 10mKHBI J€HCTBOBAThH CIAEAYIONINE MPABUIIA!

1. CmeHa naposst Npou3BOJUTCS HE peke ueM 1 pa3 B 6 MecsIeB.
2. Ilapoau TOJKHBI OBITH CITyYailHbI, HACKOJIBKO 3TO BO3MOKHO, U HE CBSI3aHBI KAKUM-JTNOO

00pa3oM ¢ KOHKPETHBIM I0JIb30BaTEJIEM, HAIPUMEP, C JATON €ro poXKICHUS.
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5 Oxcmyaramus ITK ViPNet Client

Bce neficTBust mo 006cIyKMBaHUIO M HACTPOMKAM JOJKHBI POU3BOIUTHCS aIMUHUCTPATOPOM
0€30MacCHOCTH.

[Tomumo TpeGoBaHMI U PEeKOMEHIAIUM, U3JI0KEHHBIX B JaHHOM JOKYMEHTE, B Ipoliecce
skcrutyatanuu [TK ViPNet Client 1omkHbI BBITOTHITHCS TPEOOBAHUS M PEKOMEHIAIUH, IPHBEICHHBIC

B OKCIUTyaTanimoHHoi nokymeHTanun Ha CK3M ViPNet CSP 4.4.

5.1 Kontpouas uneaoctnoctu TC u 11O
Jo srmouenust [TK ViPNet Client mons3oBarens 00s13aH yOSIUTHCS B OTCYTCTBUU:

— BHCIIHUX IMPHU3HAKOB BCKPBITHS CUCTEMHOI0 0J10Ka (HAIpUMEp, MOBPEKACHHUE TIIOMO IPpH
WX HAJIMYUN);
— MOJKIIFOYSHHOTO JIOTIOJIHUTEIILHOTO 000PYI0OBaHHMS, HE TPEYyCMOTPEHHOTO AKTOM O BBOJIC

B OKCILTyaTalluto.

ITK ViPNet Client ocHamieH BCTpPOCHHBIMH MEXaHM3MaMH IPOBEPKH IiemoctHoctd 10
ViPNet, cipaBouHo#t 1 kimodeBoii nadopmanuu. [IpoBepka nponsBoanuTcs npu Kaxaom crapte [10
ViPNet. Kpome TOro, BCTpoeHbl MeXaHU3Mbl MEPHUOIMUYECKOTO TECTUPOBAHUS pabOTOCIOCOOHOCTH
0a30BbIX KpHUNTOrpaduueckux OMOIMOTEK, a TAK)KE€ MEXaHU3M MPOBEPKU IEIOCTHOCTH KITIOUEBOU
WH(POPMAIIAH TIPH TTOTBITKAX JOCTyNa K HEl.

[Mocne ycranoBku [TK ViPNet Client Heo6xomumo chopMupoBaTh KOHTPOJIGHBIE CYMMBI JIJIS
¢aiinoB, TUIIOBOW MepeyeHb KOTOPHIX NMPHUBEAEH B MPUIIOKEHUU 2. DTOT MepeueHb COOTBETCTBYET
coxep:kumomy (paiina os.prg, pacrmonokernoro B karamore C:\ProgramData\lnfotecs\ViPNetCSP.
YacTb ¢ailyioB U3 nepeyHs MOXKeT OTCYTCTBOBaTh B HEKOTOphIX cOopkax OC Windows. UToOb! co31aTh
nepeyeHb HCHoiHseMbIx Monyned OC, moa ympaBlIeHHEM KOTOpOMl paboTaeT KOHKPETHBIN
KOMIIBIOTEp, CHUCTEMHOMY aJAMHUHHUCTpaTtopy HeoOxomumo mnonydut B  AO «UHPoTeKC»

CIICUAJIbHBIC YTUJIUTHI U 3aITyCTUTh UX CO CICAYIOIIUMU ITapaMETpaMu:

— Infotecs.DependencyGenerator.exe depends.exe "C:\Program Files\InfoTeCS\ViPNet
CSP" 0s.prg — nms 32-pa3psaaasix OC Windows.

— Infotecs.DependencyGenerator.exe depends.exe "C:\Program Files
(x86)\InfoTeCS\ViPNet CSP" 0s.prg — mis 64-pazpsaasix OC Windows.

B pesynwsrate Oynet chopmupoBan daitin 0s.prg, moaxoasmuid 11 KoHkpeTHoi OC.
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Jnst  popMHpPOBaHUSI KOHTPOJBHBIX CYMM HEOOXOIMMO 3allyCTUTh C  IpaBaMu
agMuHUCTpaTopa yruiauty make ext crg u3 kartamora ViPNet CSP (mo ymomuanuro: C:\Program

Files\InfoTeCS\ViPNet CSP) co cieayronmu napameTpamu:
Make ext crg.exe —-r “C:\ProgramData\Infotecs\ViPNet CSP\os.prg”.

[Tocne obnoBnenuss OC cuCTeMHOMY aJIMUHUCTPATOPY HEOOXOIUMO CO3/1aTh HOBBIM (aiin
0s.prg ¢ mepeyHeM ucnosHsgeMbix monyiei OC. A 3areM uisi BHOBb C(POPMHPOBAHHOTO CIHCKA
¢aiinoB nepecynTaTh KOHTPOJIbHBIE CYMMBI. {7151 3TOT0 cienyeT BBIMOIHUTH T€ K€ ACHCTBUS, YTO U
[IpU Ha4aJIbHOM (POPMUPOBAHUU CIIHCKA.

[lepen Hadanom pabOTHI JOKEH OBITH NMPOBENCH KOHTPOJb LEIOCTHOCTH TMPH MOMOIIN
yruuthl check crg. KoHTpoieM neiaoCcTHOCTH JOJIKHBI OBITh OXBA4YEHBI (Daifiibl, IEPEUeHb KOTOPHIX
npuBeneH B [lpwinoxenun 2. [lisg 3TOro HeoOXOAMMO BBIMOJHHTH KoMmaHay. check crg
“C:\ProgramData\Infotecs\ViPNet CSP\os.prg”. B pe3synbrate mnpoBepkd Oyaer chopMHUpOBaH

IIPOTOKOJI, KOTOPBIH 3aKaHYMBAETCSI 00OOIIEHHBIM HTOTOM B CIIEAYIONIEH (opme:

Total:
1 PRG files checked, 1 checks passed, 0 checks failed
6 files checked, 6 checks passed, 0 files corrupted, O

checks failed;

OH He 10JKeH coJiepKaTh OIUOOK.
[Tocne oOnoBnenus OC Windows BO3MOXHO BO3HMKHOBEHHE OIIMOKU TpU IPOBEPKE
KOHTPOJIbHBIX CYMM CHCTEMHBIX OMOImoTek, ncnonb3yemblx [1K, yto Gyner oTpaskeHo Ha KOHCOJIU

npu npoBepke. B aTom ciydae He0OX01uMO:

— YBEJIOMUTH pPa3pabOTYMKa O HECOOTBETCTBUU XJII-3HAYCHUN CHCTEMHBIX OUOIHOTEK C
[EJThI0 TIOCTAHOBKH Pa0OT MO MPOBEACHUIO aHAIN3a OOHOBJIEHHBIX CHCTEMHBIX OUOTHOTEK,
ucnonb3dyembix [1K ycTaHOBIEHHBIM OPSIIKOM;

— CJIEOBaTh WHCTPYKIUSAM pa3padOTurKa, IMOJYyYEHHBIM UM U3 CIEIHATU3UPOBAHHON

opranm3anyvi Ha IEpruo 10 IMOJTYUCHUA pE3YIbTaTOB PICCJ'IG)IOB&HPIﬁ.

[Tpu oOHapyXEHHH HEYCTPAaHMMBIX ONIMOOK WIIM HAPYIIEHUS KOHTpOJs meaoctHocTH I10
nporpamma ViPNet Client Monutop BbIZaeT cooOIIEHHE O HEBO3MOKHOCTH IPOIOIKEHUS

skcmnyaranuu [TK ViPNet Client. B atom ciiyyae anMuHHCTpaTOp 0€301M1aCHOCTH 00sI3aH:

— orkmounth [1K ViPNet Client or nokanbHOW BBIYMCIMTENBHOW CETH A0 YCTPAaHCHUS

HEUCIIPAaBHOCTEN;
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— MPOBECTH HCCIICOBAHUE C IIEJbI0 BBIACHEHHS BO3MOXKHBIX TPUYMH BO3HHUKHOBEHUS
HEUCIIPABHOCTEH;
— MPOW3BECTH  TPOBEpKYy  paborocrocodHoctn TC, Ha  KOTOPBIX  YCTaHOBJICH
1K ViPNet Client;
— MPOBECTH aHAJIU3 KYPHAJIOB ayJHTa C eibio BbIsiBIeHUs NonbiTok HCJ 1 ceTeBbIX arak;
— npu obuapyxenun npusHakoB HCJ[ k IIK ViPNet Client yBegomMuts agMuHuCTpaTopa
YKL 0 BO3MOKHON KOMIIPOMETALMHU KIIFOYEHN y371a;
— YCTpaHHUTh OOHAPYKEHHBIC MPHYUHBI BOSHUKHOBEHHSI HEUCTIPABHOCTEH WM UCKAKCHUI,
— npu HeoOxoaumocTu npousBectu nepeycraHoBky 1K ViPNet Client;

— IpH HEOOXOAUMOCTH TPOU3BECTH OOHOBJICHUE KiItoueBor nHPopmanuu CVY.

5.2 KoHTpPoJIb padoTOCIOCOOHOCTH M COOJIIOIEHUSI MPABUJI DKCILTyaTaAI[UH

AnMuHHCTpaTOp 0€30MacHOCTH  00s3aH  OCYIIECTBIISITH  MEPUOJUYESCKUNA  KOHTPOJIb
pabotocriocobHoctd W cobmogenus mpaBwa  okcmyaramuu 11K ViPNet Client.  Konrtposns
OCYIIIECTBIISIETCSl HEMOCPEACTBEHHO Ha mposepseMoMm CVY. Ilpu mpoBeaeHHH JaHHOM TPOBEPKHU
HE0OXOoauMO TpoBecTH TpoBepky menoctHoctu [IO myrem ananmsa xypHanoB u JjoroB 10 Ha
peIMeT HaJIn4us cCoOOIeHU 00 omuoKax.

AnMuHUCTpaTOp 6€30MAaCHOCTH JI0JKEH HACTPOUTh apXMBHpOBaHUE XypHaia IP-makeros u
XKypHaia coObITHH, a Takke 00eCeunTh pasrpaHMYeHHEe JOCTYIa K apX1UBaM JKypHAJIOB.

ApxuBupoBanue xypHaia |P-makeroB nmpousBourcs cpencrBamu ViPNet. AnmunaucTparop
0€30MaCHOCTH JIOJDKEH YOEOUTHCS, UYTO apXUBHUPOBAHHME >KypHAJIa OCYIIECTBISIETCA. B OKHE
nporpammMbl ViPNet Monutop B MmeHto CepBuc > Hactpoiika npuioskenus > ’Kypuaa IP-nakeros
B nojie MakcuMaJibHbIN pa3Mep apXuBa KypHaJsia 3Hau€HHE HE JOJDKHO OBITh paBHO HYIO (IO
yMmomdanuio — 10 Moaiir).

ApXUBHpOBAaHUE JKypHaja COOBITUH W pa3rpaHUYEHHE JOCTyNMa K apXuBaM >KYpHAJOB
obecrieunBaercst cpeactBamu OC. g 3Toro agMuHUCTpaTop O€30MACHOCTH JOJKEH HAIMHCATh
CKPHIIT, KOTOPBIA OyJeT 3amyCKaThCsl 0 PACITUCAHHIO C MPaBaMy aJMHUHHCTPATOPA, ¥ KOIMHUPOBAThH
apxuB xkypHaina [P-makeToB u kypHasa coOBITHI B OTJENbHYIO NanKy. JIOCTyI K 9TOH Manke JOMKHBI
UMETb TOJIBKO YUETHBIE 3allMCH aJIMUHUCTpaTopa 6e30nacHoCcTy U anmMuHucTparopa CY: B cBoiicTBax
JTAHHOU TNk Ha BKJIaJKe Be3omacHOCTh aJMUHUCTPATOpP NOJHKEH YIAIHUTh BCE YYETHBIE 3allHCH,

KpOMe y4eTHOM 3alicH aMUHHUCTpaTOpa 0e30macHoCTH U aaMuHucTpartopa CV.
ITpumeuanue. [{ns 32-pa3psanbix OC pacnosiokeHue )KypHaIOB 10 YMOJIYAHUIO CIIENYIOIIee:

— XKypnan coObITHiIA:
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%ProgramData%\InfoTeCS.Admin\ServicesPrivate\lpLirControlData\databases\admlog.
mdb

— Xypnan IP-nakeros:

%ProgramData%\InfoTeCS.Admin\ServicesPrivate\lpLirControlData\databases\IPPacket
Log\packet.stg

KonrpounsHas nposepka Ha [IK ViPNet Client ocymiecTBisiercs: B CIeIyIONMX CIydasx:

— npu BBoje [TK ViPNet Client B skcryaraiuo;

— IPU M3MEHCHHH JIMIIA, OTBETCTBEHHOTO 3a dKcIuyaramuio CY;

— MEPUOIAMYECKH,  TEPHOIUYHOCTh  ONPENENAETCS  WHCTPYKIMEH — aJIMHHHCTpaTopa
0€3011acCHOCTH B 3aBUCHMOCTH OT 4Kcia obcmyxkuBaeMbix M CVY, Ha3HAYCHUS U 3arPy3KH

CY u npyrux ¢akropos. Pekomenayemoe 3HaueHue — 1 pa3 B MecsIl.

Pesynprarhl npoBepkd 0GOpMIIAIOTCA B BHJE IPOTOKOJA IPOBEPKHM B COOTBETCTBUHU
¢ ITpmnoxenuem 1.

[Ipu o6napyxenun paxtoB cboeB B padore IO unm HapylieHHs NpaBUil SKCIUTyaTaluu
aJIMAHUCTpATOp 0E30MacHOCTH 00s3aH MPUHATH MEPHI Ui YCTPaHEHHs BBISIBICHHBIX HapYIICHHH,
OLIEHUTb BO3MOKHBIE TmocneacTBus. [Ipu oOHapykeHHMH COOBITUH, KOTOpbIE MOIJIM HPUBECTH
k komnpomeranun kimoueii [TK ViPNet Client, HemennenHo mnpekpaTuTh padoTy MNPOrpaMMHOIO

KOMIUIEKCA ¥ IOCTaBUTh B U3BECTHOCTh aAgMuHKUCTparopa Y KLI.

5.3 OonoBaenne IIK ViPNet Client
O6nonenue ITK ViPNet Client ocyriectsisieTcs: AByMs cioco0amu:

— JIOKaJIbHO, ITyTE€M 3aIlyCKa IITaTHOW IPOLIEAYPhl YCTAHOBKM Ha JIOKAJbHOM KOMIIBIOTEpE
(ocymIecTBIsIETCSI AIMUHUCTPATOPOM O€30IaCHOCTH);
— JMUCTaHIIMOHHO, MyTeM IeHTpain30BaHHON oTrnpaBku oOHoBieHui [10 ViPNet Client o

ceru ¢ nomomibio ViPNet LIYC (ocymectBnsiercs aqmmunauctparopom LY C).

Jns nposenenus: oonosneHust [10 ViPNet Client B ucrionHeHn# 3 HE0OX0IUMO BBITIOJIHHUTH

CIIEAYIOUIYIO MMOCIEI0BATEIIbHOCTh JEHCTBUM:

— aIMUHUCTpaTOp O€30MacHOCTH JOJDKEH YOETUTHhCS, YTO OH SIBJISIETCS €IWHCTBEHHBIM
T10JIb30BATEJIEM, BBIMOIHUBIINM BX0J B ceaHC paboTel OC, yCTaHOBIIEHHOM HAa KOMITbIOTEP

¢ ViPNet Client;



22
®PKE.00116-05 99 01 IIT

— IpU HAIMYUU JAPYruxX TMojb3oBaTened, pabotarommx B ceaHcax pabotsl OC,
aJIMUHUCTPATOpy 0€30MacHOCTH HEOOXOIUMO HMPUHATH MEPHI M0 NPEKPAICHHIO CEaHCOB
paboThl yKa3aHHBIX MOJIb30BATENCH;

— aIMUHUCTpAaTOp OE30MACHOCTH JIOJDKEH 3alpeTUTh IMOJIb30BaTEIsIM  BO3MOYKHOCTD
yAQJIEHHOTO0 BXoJa B ceaHchl paboTrei OC Bo Bpems mpoBeacHusi oOHoBieHus 110
1K ViPNet Client;

— agmuHKCTpaTop Oe3zomacHoctu aomkeH oTkmouuTh B 110 ViPNet SysLocker pexum
KOHTpOJIs 3aMKHyTOCTH CDK;

— no/vkHO ObITh mpoBeneHo obOnomienue 1O IIK ViPNet Client B coorBerctBHE ¢
nokymentom [4]. TIK ViPNet Client He mnoagepuBaeT COBMECTHYIO paboTy C
ViPNet SafeDisk-V. Ecmu Ha kommbrorepe ycranomieHo I10 ViPNet SafeDisk-V
HE0OXOIMMO BBINIOJIHUTH PEKOMEHJAIMU, MpHUBEICHHBIE B JOKyMeHTe [4], B paszelne
«OOGHOBIIEHUE TIPU UCTIONB30BaHUU Tporpammsbl SafeDisk-Vy,

— aJIMHHHCTpPATOp OE30MACHOCTH JIOJDKEH BKIIOUUTH B iporpamme ViPNet SysLocker pexxum

KOHTpOJIs 3aMKHyTOCTH COK.

[Mocne 3aBeprienust oonosnenus [1K ViPNet Client HeoOXxoauMo MpOM3BECTH MPOBEPKY

Hactpoek u padotocnocoonoctu ITK ViPNet Client.

5.4 BoccraHoB/IeHHEe PA0OTOCTIOCOOHOCTH NMPHU COOSAIX, JAeHCTBHSA B HEIUTATHBIX

CUTYyallusIX, CBSAI3AHHBIX ¢ McnoJb3oBanueM CK3U

Bce neiicTBus B HEMITAaTHBIX CUTYAIUsX, CBSI3aHHBIX ¢ ucnoib3oBanueM CK3U, a taxxe mo
BoccTaHoBneHuto paborocnocodHoctu ITK ViPNet Client mpousBoasTess TONBKO aIMHUHHUCTPATOPOM
0€30MaCHOCTH.

Jnst BoccranoBnenust padotel [IK ViPNet Client B cnywae wuckaxenus ¢aitnos 10
[TK ViPNet Client wnu  ¢aiyioB  cripaBoYHO-KIIIOYEBOH  MH(MOpPMAIUK  HEOOXOIUMO  HMETh
MHCTAJUIUOHHBIN JUCK C 3K3eMIUIsipoM nucTpudytua [10 u auctpulOyTuB Kirouei.

B cnywae uckaxenus (paiiaoB cripaBO4YHO-KIIIOYEBOH HH(pOpMAIMU HEOOXOAMMO MPOBECTH
NEPBUYHYI0 MHULUAIN3AIUIO KITI0Uei U3 TUCTprOyTUBA KITIOUEH.

B cnyuae uckaxenus daiinos 10 TTK ViPNet Client neo6xoaumo:

1. TIpoussectu ycranoBky IIK ViPNet Client B katamor ycTaHOBKH C HCIIOJIb30BaHHEM
MHCTaJUIIMOHHOTO AUCKA C 9K3eMIUIsipoM auctpudyrusa CK3U.
2. Ilpu HEOOXOMMOCTH MIPOBECTU EPBUYHYIO MHUITMATU3AINIO KIIIOYEBOH MH(POPMALIUH U3

JTUCTPUOYTUBA KITFOUCH.
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3. Hactpoutsb cereBble HHTEP(EICH U MOACOSANHUTH KOMITBIOTEP K CETH.

4. TIpouseectu nepe3arpysky OC.

B caydae Beixoga u3 crposi komnbiorepa ¢ [IK ViPNet Client nmporpaMmublii koMIuieke
MOET OBbITh YCTaHOBJICH Ha JIIOOON aHAJOTMYHBIA KOMIIBIOTEP ¢ HEOOXOIMMBIM YHCIIOM CETEBBIX
uHTepdericos. i1 7TOro HEOOXOAUMO UMETh HHCTAJUILIMOHHBII UCK U TUCTPUOYTHB KIFOYCH.

Pexomenayercs caenaTh MOJHYHO PE3EPBHYIO KONMHUIO paboyero Karauora MmporpaMMHOIO
KOMIUIEKCA, TOrjga OyAyT COXpaHEHbl W YKa3aHHbIC BBIIIC HACTPOMKH, a TaKKe IKYPHAIbI
IIK ViPNet Client.

B ciyuae Beixomna u3 ctpost kommnbiotepa ¢ ITK ViPNet Client neooxoaumo:

1. IIpoussecty, N0 HEOOXOAMMOCTH M IPU HATUYMM BO3MOXXHOCTH, KOIIMPOBAHHUE KaTajora
ycranoBku [TIK ViPNet Client Ha apyroit KOMmpioTep B KaTajior ¢ TEMHU K€ MyTSIMH, 4TO U
Ha BBIIIEAIIEM U3 CTPOSI KOMITBIOTEPE.

2. Ilpoussectn ycranoBky IIK ViPNet Client B a3roT Kkatamor ¢ HCHOJNB30BaHUEM
MHCTAUIALIMOHHOTO Jucka ¢ 3k3eMiuiipomM CK3U.

3. Ilpu HEOOXOAMMOCTH IPOBECTU EPBUYHYIO MHUIIUAIN3ALUIO KIIOUEBONH HHPOPMALIUU U3
MUMEIOLIEToCs TUCTPUOYTHBA KITFOUEH.

4. HactpouTh ceTeBble HHTEP(ENCH U TIOACOSTNHUTh KOMIIBIOTEP K CETH.

5. Ipoussectu nepezarpysky OC.
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6 OpraHnu3anMoOHHO-TEXHUYECKHE U A IMUHUCTPATUBHbBIE
Meponpusitus 1o 3amure oT HC/l npu ucnosib30BaHuun
IIK ViPNet Client

6.1 O0mMe mMoJI0KEeHUus

Bammra 10 or HCJl mpu ycranoBke u ucnonb3oBanuu IIK ViPNet Client sasiercs
COCTaBHOM yacThio 001Iel 3a1aun obecrieueHns 6e3onacHocTy nHpopmanuu B cetu ViPNet, B coctas
kotopoii Bxomut [TK ViPNet Client.

Hapsiny ¢ npumenenuem cpencts 3amutbl oT HCJ] HE0OX0qMMO BBIMIOJHEHUE psilia Mep,
BKJTIOYAOIIUX B c€0sl OPraHU3aliOHHO-TEXHUYECKUE U aIMUHUCTPATUBHBIC MEPOTIPUSTHS, CBSI3aHHBIC
c obecriedeHneM TMPaBWIBHOCTH HCIIOJIB30BAHUS TEXHUYECKHX CpEACTB OO0padOTKH W mepeaayu
UH(POpPMALINH, a TAK)KE YCTAHOBJICHHUE COOTBETCTBYIOIIUX MPABHII JJIsi 0OCITY>KUBAIOIIETO MEPCOHAIa,
JOIYIIEHHOTO K paboTe ¢ KOH(DUICHIINAIBHON HH(pOpMAaIIUEH.

B mpuBeneHHBIX HIKE TOJpa3iesiaX COACPIKATCs OCHOBHBIC TPEOOBAHHMS IO BBIMOJIHEHUIO

YKa3aHHbIX MCP 3alllUTHI.

6.2 Opranusanusi paéot no 3amute ot HCJ{

3amuta uapopmaru or HCJl nomkHa obecrieunBaThcsi Ha BCEX TEXHOJIOTHMUECKUX dTarnax
00paboTKM MH(POPMALIMU U BO BCEX peXHUMaxX (HYHKIIMOHUPOBAHUS.

3amura uHopmarmu or HCJ| nomxHa mnpenycMmarpuBaTh KOHTPOJIb 3(PPEKTUBHOCTH
cpencts 3amuThl oT HCJI. DTOT KOHTPOJIb MOKET OBITh JIMOO MEPUOANUECCKUM, THOO0 MHUIIMUPOBATHCS
0 Mepe HEOOXOIUMOCTH a]MUHUCTPATOPOM OE€30MaCHOCTH WJIM TOJIb30BATENIEM.

IMpu oskcrmyatammu 1K ViPNet Client B opranuzanuu  A0/keH ObITh — Ha3Ha4YeH
aJIMAHUCTpATOp OE€301MacHOCTH, HAa KOTOPOTO BO3JAraroTCs 3alayd OpraHW3alud  padoT 1o
ucnonp3oBanuio [IK ViPNet Client, a Ttakxke KOHTpoJgb Haa COOJIOJCHHEM OIMCAHHBIX HIKE
TpeGoBaHUIA.

[MlpaBom gocryma k IIK ViPNet Client nmomxubel 00magaTte TONBKO —OIpeICTICHHBIC
(BBIIETIEHHBIE JUISI  OKCIUTyaTaluu) Juma (MMOoJb30BaTeNn), IMPOIISAIINE COOTBETCTBYIOIIYIO
MOJTOTOBKY. aJMHHHUCTPAaTOp OE€30MacHOCTH JIOJDKEH O3HAKOMHTH KaKJIOTO MOJh30BATEIs,
skcrutyarupytomiero 1K ViPNet Client, ¢ mokymeHTanueld Ha JaHHBIM TPOTPAMMHBIN KOMILIEKC,
a TaKXe ¢ APYTMMU HOPMATUBHBIMH JOKYyMEHTaMH, CO3/IaHHBIMU Ha €€ OCHOBAHHH.

[Ipu opranmszamuu pabotr mo 3ammurte mHpopmanuu ot HCJ] Heobxomumo pazpaborarh

U IPUMCHUTHb IOJUTUKY Ha3HAUYCHUA W CMCHBI HﬂpOJ’ICﬁ, HCIIOJIB30BaTh IIapoJib B COOTBCTCTBHUU
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¢ TpeOOBaHUAMH, NIPUBEIEHHBIMU B noapaszaeine 4.5. [lepnoauyHOCTh CMEHBI NapoJisi OIpeesseTcs

HpHHHTOﬁ ITOJIUTHKOM 6630HaCHOCTI/I, HO HC O0JIJKHA ITPEBLBIIIATh 6 MecHIIeB.

6.3 TpedoBanus no 3amute oT HCJl npu sxcruryaranuu ITK ViPNet Client

AI[MI/IHI/ICTpaTop 0e30ImacHOCTH JOJDKCH CICAUTh 3a BbBIIOJHCHUEM II0JIB30BATCIIAMUA
HpHHfITOﬁ IOJIMTHKHU CMCHBI r[aponeﬁ.

3anpeniaercs:

— ocraBisath 0e3  koutposns I[IK ViPNet Client mocie mpoxoskaeHus — mpoiiecca
ayrentudukaiuu Ha CY;

— BHOcHUTh Kakue-nmnbo namenenus B 110 ViPNet Client;

— OCYIIECTBIIATh HECAHKIIMOHUPOBAHHOE AJMHUHHUCTPATOPOM O€30MaCHOCTH KOIMHUPOBAHUE
KJIFOUEBBIX HOCUTEJIEH;

— pasmiamiaTh COACPKMMOE HOCUTENCH KI0YeBOW HMHGOPMAIMM WM IepeiaBaTh CaMH
HOCUTEIHM JIMI[AM K HHM HE JOMYIICHHBIM, BBIBOJAUTH KIIOYEBYIO HHGPOPMAIHIO
Ha JUCIUICH, MPUHTEP U MHBIC CPEACTBA OTOOpaKEHHS HH(OPMALIHH;

— WCIOJB30BAaTh  KJIIOYEBBIC  HOCHTEIM B PEXHMax, HE  MPEAYCMOTPEHHBIX
dynkronuposanuem [1K ViPNet Client;

— 3aIHUCBIBATh HA KJIKOYEBbIE HOCUTEIH TOCTOPOHHIOI UH(OPMALIHIO.

AnMuHHCTpaTOp O€30MaCHOCTH JOJDKEH OCYIIECTBISATH IEPUOJAUYECKUN  KOHTPOJb

B COOTBETCTBUU CO CIICAYIOIIUMU Tpe60BaHI/I$IMI/II

— Ha TC momxHa OBITH ycTaHOBJIEHA TONbKO oHa OC;

— B 3aBUCHMOCTH OT mnenei ucnoib3oanus [1K ViPNet Client Hactpouts HEOOXOAUMBIN
YpOBEHBb 0€30ITaCHOCTH, CO3/IaB CeTeBbIe (PMIBTPHI M HA3HAYMB COOTBETCTBYIOIINNA YPOBEHB
IMOJIHOMOYHH ITOJIb30BATEIO;

— BCEM IMOJIb30BATENSIM, 3apPETUCTPUPOBAHHBIM Ha MaHHOM CVY, HEoO0XOAMMO HA3HAYHTH

MHHHMAJIbBHO BO3MOXXHBIC IJIA HOpMEU'ILHOfI pa6OTBI IpasBa.

Heo0xoauMo oprann3oBaTh 3aTHpaHue (0 OKOHYAHWU CeaHca paboThl) BPEeMEHHBIX (pailiioB
U GaiioB moaKauku, GopMUpyeMBbIX WK MoaubuupyeMsix B porecce padotsl [IK ViPNet Client.
3aTHpaHHe ClieIyeT BBINOJNHATH ITyTeM 3amycka YTWidThl Cclean.exe, Bxonsmeid B cocTaB

1K ViPNet Client u pactionoxenHnoi B karanore ycranoBku [1K ViPNet Client. Kitoun yrunauter u ux
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OIMCaHUE MOXHO MOCMOTpPETh MpH 3amycke Clean.exe 6e3 mapamerpa B KOHCOJBHOM OKHE HIIH
daiinoBom nporeccope tumna FAR.
Ecnu 310 HeBbimomHnMO, To OC 10KHA UCTIOIB30BATHCS B OTHOIOJIE30BATEIHCKOM PEKUME

Y Ha JKECTKUHU JUCK JIOJDKHBI PACTIPOCTPAHATHCS CIEAYIONUE TPEOOBAHNUS:

— HMCKJIFOYHTH MOMNAJaHUE B CUCTEMY MPOrpaMM, MO3BOJISIONINX, MONIb3ysach omuokamu OC,
MOBBIIIATH MPEAOCTABICHHBIC PUBUJICTUH;

— B cayuae noakiarouenuss ITK ViPNet Client k cetu cBsi3u 00Iero a0ocTyrna MCKIOYHTH
BO3MOXXHOCTh OTKDBITHSI ¥ HCIOJHCHUS (AWIOB ¥ CKPHUIITOB, TIOJIYYCHHBIX W3
OOIIEOCTYITHBIX CETEH Mmepeiavyn JaHHbIX, 0€3 MPOBEACHUS COOTBETCTBYIOIIUX MPOBEPOK
Ha MPEIMET COJCP)KaHMsI B HUX MTPOIPAMMHBIX 3aKJIaJI0OK U BUPYCOB;

— OpraHu30BaTh U UCIIOJIb30BATh KOMIUIEKC MEPOIIPUATUN AHTUBUPYCHOM 3aILUTHI.

JlomoIHUTENBHO, B KAUYECTBE OpPraHU3allMOHHOW Mephl obecriedenus skcrutyarauun CK3U,
peKoMeH IyeTCs Ipu Kax a0k 3arpy3ke OC mpoBepsTh EI0CTHOCTD 3AIIUIIEHHBIX CHCTEMHBIX (haiiiioB
¢ nomo1pko yrunuThl sfc, Bxonsuieit B cocraB OC. [11s1 3T70ro He006X0AMMO Yepe3 KOMaHAHYIO CTPOKY

3aIllyCTUTh YTWINUTY C IpaBaMu aIAMHUHUCTpATOPA U MMPOBCPUTH q)aﬁHLI C IIOMOIIBbIO KOMAaHIBI

/VERIFYONLY.
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7/ KimoueBasi uH(popManust

Cocras kitoueBoii nHpopmanuu ViPNet YKL, mopsiaok ee xpaHeHus 1 00paObOTKH U3JI0KEH
B JOKyMEHTE [2] U B JaHHOM JIOKYMEHTE HE paccMaTpUBaETCS.

ConepskaHue JaHHOTO pasjeia kacaetcs kirodeBoi madopmaruu [TK ViPNet Client.

7.1 CocraB Ki1r04eil, ayTeHTHGUKAI U

B cocraB cmpaBouHo-KkmoueBoi uMHpopmanmu cetw ViPNet BxomAT cieamyromue

KOMITOHCHTHI:

— TeKyIIUMH NEepCOHAJbHBIM KIIOY IO0Jb30BaTENs, HEOOXOMUMBINH A ayTeHTU(UKaLUU
noxab3oBarensa Ha CVY;

— CIIPABOYHUKM M KIIOYM y3/1a — Habop ¢aillloB ¢ JaHHBIMH, KOTOpbIe HEOOXOIUMBbI
U1l B3aUMOJICHCTBUS MEXy ceTeBbIMU y3i1amu ViPNet;

— pe3epBHBI  HAOOp MEepCOHANBHBIX KIoueld mosb3oBatens (manee — PHIIK),
IpeJHa3sHauYeHHbI [ OOHOBJEHMs KIIOYeH B cilydae CMEHbl MacTep-Kioya
nepcoHanbHbIX Kiaroued B ViPNet VKI[ wim B ciydae mepexosla Ha HOBBIM BapuaHT
IIEPCOHAJIBHOIO KJIKOYa moJb3oBaTens. llpum cmeHe BapumaHTa NEPCOHAIBHOIO KIHOYA
0JIb30BaTeNs B Ipoluecce oOHOBiIeHUs Kitoueil Ha y3ne u3 PHIIK Oyaer ucnonbs3zoBan
CJIENYIOIIUN NEPCOHAIIBHBIN KIII0Y, a IIPU CMEHE MAacTepa MEPCOHAIBHBIX KIIFOYEH — BECh
PHIIK Oyner 3amMeHeH HOBBIM;

— oy OI1 u kimou nposepku II1.

Anmunuctpatop YKL ¢opmupyer mns nepBuyHod uuuimanuzanuu CY nucTpuOyTHBBI
KIIFOYEHl cO crpaBOYHO-KIIIOUEBOM HMHpopMmarmeil. JluctpuOyTuBbl Kirodeil HeoOX0AUMBI 1Ji1 BBOJA
B okcruryatanmio CY B ceru ViPNet. [lpu nepBoMm ¢opmupoBaHun IucTpuOyTHBa KIIHOYeH
JUIsl TIOJIb30Batens B ero coctas nomeniaercs PHIIK.

Ha CV ayreHTudukamuss MOXeT ObIThb BBINOJIHEHA C HCIOJIb30BAHUEM IapoIst

WJIM yCTPOWCTBA:

1. IMaponb. [Jns noctyna k CY HeoOX0AMMO BBECTH Mapojib IMOJIb30BATENS B TUATIOrOBOM
OKHE ayTeHTH(HKAIHH.

2. YerpoiictBo. Ilpu sTtomM Tume ayTeHTH(UKALMKM  HCHOJB3YIOTCS  YCTPOHCTBO
ayTeHTHUKaIMK (MoapoOHO O BUIax ycTpoicTB ayreHTH(duKanuu B [2]) u [TMH-kox

YCTpOMCTBA WM Mapoib mojb3oBarens. Jims gocryna k CY HE0OX0AMMO MOAKITIOYUTH
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YCTPOMCTBO ayTeHTU(UKALMH, HA KOTOPOM COXPaHEH NEPCOHAIbHBIHN KU I10JIb30BaTels

wiu ceptudukat, u BBect [IMH-koa (M B HEKOTOPBIX ciydasix Maposb).

Bri6op Tuna ayreHTUUKAMKM OCylIecTBiseTcs aaMuauctpatopom YKL npu nmoaroroske
muctpuOyrtuBa Kimoueld. CMeHHTh TN ayTeHTU(UKauuu MoxeT nubo anmuuuctparop YKI]
C MocJieAyIoIIel OTIPAaBKOM KItoUYeH y3iia, 1M00 M0JIb30BaTelb Ha Y3JI€ B PEXKUME aJJMHUHUCTpATOpa

CV.

7.2 TpeGoBanusl MO XpaHEHUIO KJII0OYeid
7.2.1 IucTpudyTuBbI KJII0OYeii

JIucTprOyTUBBI KITFOYCH Jjisl iepBUYHON MHMIManu3anun popmupytorces B ViPNet VKII u
nepeAaTcs aIMUHUCTPATOpPaM OE30MIaCHOCTH JIMYHO, JOBEPEHHBIM CIIOCOOOM (JJOBEPEHHBIN KaHal
CBS3M MIM (eNnbJCBA3b) WM MO 3amuiieHHbM ¢ nomoupto IO ViPNet kanamam cBs3u c
ucnonp3oBanueM [10 ViPNet [lenoBast moura ¢ oopmiIeHHEM COOTBETCTBYIOIIEH 3aIMCH B KypHaje
ydeTa BbIIa4H KJIFOYEBBIX JOKYMEHTOB.

ITpu HEOOXOIUMOCTH XpaHEHUs AUCTPUOYTHBOB KJIHOUEH JOJDKHBI OBITh MPUHATHI MEPHI 110
Ha/IeKHOMY XPaHEHHIO B COOTBETCTBUU C TPEOOBAHUSAMH K XpaHEHHIO KiIroueBoi uHdopmaruu. s
XpaHEHUsl OTHAESEMbIX HOCUTENeH HMH(OpMalUK MOMEIIEHUE JOHKHO ObITh 000pyn0oBaHO celdoM.
[lpr OTCYTCTBHM YCIOBHH XpaHEHHUS TUCTPHOYTHBOB Ha pabOYMX MECTaxX OHH JOJDKHBI OBITH
YHUYTOKEHBI C COOTBETCTBYIOLIEH OTMETKOM B *KypHase yueTa BbIIauM KIFOYEBbIX JOKYMEHTOB.

Wudopmanus, Haxopsmascs B cOCTaBe IUCTPUOYTHBA KJIIOYEH, NpU IMOBTOPHOM €ro
UCTIOJIB30BaHUH MOXKET OBITh HEaKTYaJIbHOW. J{JIs akTyalTn3aIiuy CripaBOYHO-KIIFOYEBON HH(POPMAITUH

HE0OXOMMO 00PATUTHCS C 3aITpOoCcOM Ha 0OHOBIIeHHE K aaMuHHCcTpartopy LIYC.

7.2.2 TlepcoHajibHbIE KJIIOYH NMOJb30BaTE e

[TepconanbHBIH KITIOY TIEpeIaeTCsl OIB30BATENI0 B COCTaBE AUCTPUOYTHBA KITFOUEH, €CITu JUIs
MONIb30BaTeNsl 3a/laH THUM ayTeHTU(QUKAIUKA TI0 TapoJI0 WM Ha ChEMHOM HOCHTENE, eCIH
MOJI30BATEII0 Ha3HAaueHa ayTeHTU(UKamus ¢ ycTpoicTBa. B manmpHEHIEM MepCOHANBHBIM KITHOY
MOJIb30BATENs, B CIy4ae IMepelayd B COCTaBe AUCTPUOYTHBA KIHOYEH, MOKET ObITh MEpPEeHECeH Ha
ChEMHBI HOCHUTENbh TpPH CMEHE TWIa ayTeHTUPUKAUW B pexume anmuHuctparopa CV.
OTBETCTBEHHOCTh 3a COXPAaHHOCTh IICPCOHAJIBHBIX KJIfoUeil Moab30BaTelic CeTH OIPCACIIACTCA

BHYTPEHHUM PETJIaMEHTOM SKCILTyaTHPYIOIeH TPOAYKT OpraHU3aIiu.
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7.2.3 Pe3epBHBIE HA00PHI MEPCOHATIBHBIX KJIKOYe

PHIIK npenna3HavyeHbl s MOJydYeHHUs OOHOBIGHHWHW TpPH CMEHE MacTep-KIr4a
MEPCOHAJIbHBIX KIIKOYEH WIIM B CIydae MOJHATHS BAapUAHTA MEPCOHAIBHOIO KIKOYA IOJb30BATENIS.
He nonyckaercst mpoBOAUTH NUCTAHIIMOHHOE OOHOBJIEHUE KITFOUEH noJib3oBatelis ¢ nomoirsio PHITK
HEeCcKOoJIbKo pa3 moapsi. [locnenyromee oOHOBIEHUE (TIOCIE TUCTAHIIMOHHOTO OOHOBIICHUS KITIOYEH
I0JTb30BATEJIs) JIOJHDKHO OCYIIECTBIIATHCS C MOMOIIBIO (aiina AuCTprOyTHBa Kirouei *.dst.

PHIIK fgomkHBI XpaHUTBCS Ha CBEMHBIX HOCHTENsX uHpopMmaruu. llomemnieHue
JUISl XpaHEHUS JIOJDKHO OBITh  000pYyIOBaHO ceMpoM IJisi XpaHEHHsS OTICISIEMBIX HOCHUTENEH
uH(pOpPMaIIMU U OXPaHHOM CUTHATU3ALIUEH.

PHIIK nepenatoTcst anMuHHUCTpaTOpy 0€30MaCHOCTH Ha ChEMHOM HOCHTENE WM B COCTaBe
mucTpuOyTuBa kimoueid. B Tom cinyuae, ecniu PHIIK Obin nepenan B coctaBe JUCTPUOYTHBA KITIOUEH,
aJIMUHUCTPATOP OE30MACHOCTH JOJDKEH O0ECHEeUuTh €ro yAajeHHe Ha y3Jie IOCNe pa3BepPTHIBAHHS

mucTpuOyTuBa kimoueit u 3anpocuts PHIIK B otnensHoM daitne y agmuauctpatopa YKII.

7.3 Yaajgenue Kio4ei

IMpu pewncramwmsimun 110 TIK ViPNet Client B ciaydae mnpekpaiieHust SKCIUTyaTaluu
CVY Ha KoMIBIOTEpE JIOJDKHA OBITH yjaneHa BCS KiodeBas HMH(popManus. YaaneHHe KII04YeBOH
UH(OPMAIINH JJOIDKHO MIPOU3BOIAUTHCS C UCIOIB30BAHNEM YTWIIMTHI clean.exe, Bxoasmieii B coctas [10
ITK ViPNet Client. Ecnu kiroun npu pa3BepThIBAaHUH AUCTPUOYTHBA KITFOUCH OBLIN yCTAHOBJICHBI HE B
HaIKy Mo YMOJYaHHIO, TO [IPHU 3aIllycKe YTWINTHI Clean.exe, HeoOXoAuMO yKa3aTh MarkKy, B KOTOPOi
OHHU HaxoJATCs. ECIM mepcoHambHBIN KITIOY MOJIB30BATENsI XPAHUTCS HA ChEMHOM HOCHTENE, TO €T0
TpeOyeTcs Tak)Ke YAaIuTh, OTGPOPMaTHPOBAB ChEMHBIN HOCHTENb. B KypHase ydera BpIAAYN KITIOUYEH

MOCJIC yaAaJICHUA KJII0YeH JOKHBI OBITh CACJIaHa COOTBCTCTBYIOIIasA OTMETKA.

7.4 TlinaHoBast CMeHA U OOHOBJICHHE KJIIOUEH

OOHOBIIEHHE  KIIOYCH y3JI0B MPH H3MEHEHWH CTPYKTYPbl CETH  IMPOU3BOIMUTCS
HeHTpaIn30BaHHoO (110 ceTn). [TnaHoBas cMeHa KITFOUeH y37I0B U MOJIb30BaTEICH MPOU3BOIUTCS TAKKE
JMCTaHIIMOHHO (TI0 CETH) B COOTBETCTBUU ¢ JoKyMeHTamu [1], [2].

[TnanoBas cmena kimoueit ocymectisiercs B ViPNet YKII oqaum u3 cnoco0oB:

— IyTEM MOJHATHUS BapUaHTa KIIOYEH y3JI0B U KIIt04el mosb3oBarenei. [loguarre Bapuanta
KIIIOYEH y3/1a 03HAuaeT yBEJIMYCHHE MOPSAKOBOTO HOMEpa Kioded oOMeHa M KIIouei
3allUTHI, KOTOPBIE HIYT B COCTaBE KiItoueH y3ia. [lonHaTre BapuaHTa Kiro4ya noJib30BaTeNst

0O3HAYacT YBCIMYCHUE ITOPSAKOBOIrO HOMEpA NEPCOHATIBHOIO KJIH0Ya I10JIb30BaTEIA,
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— IOYTEM CMCHBI MAaCTCp-KIr0O4a I JaHHOI'O TUIla KJTIOUCH.

[Ipyn neHTpasM30BaHHOM IUIAHOBOM CMEHE KIIIOYeW mosb3oBaress ucnoibdyerca PHIIK.
B cnygae orcyrctBus PHIIK (HeBo3MOkHO obOecmeunTh yclioBUs HazaexxHoro xpanenus PHIIK,
OTCYTCTBYET K HEMY JIOCTYII I10 KaKON-JIMOO MPUUMHE) LIEHTPAIM30BAHHAs [UIAHOBAsi CMEHa KIIIOUeH
BO3MO>KHA TOJIBKO IIPU MPUCYTCTBUU aIMUHUCTPATOpa 0€3011aCHOCTU. AIMUHUCTPATOP 0€3011aCHOCTH
JIOJDKEH MOJIKII0UNTh cbeMHBIN HocuTenb ¢ PHIIK sToro monb3oBaresns st OOHOBJICHHUS KIIOYEH Ha
y3Ie.

Ecnn y nonb3oBarens umeercs kiaod Oll, nHMIMaTHBa co30aHUsl KOTOPOTO IPHUHAJICKUT
aIMUHUCTPATOPy CETH, TO IUIAHOBAs CMEHA 3TOr0 KJIKYa IPOU3BOAMTCS aamMuHucTparopom Y KI[
HEe MeHee yeM pa3 B 15 mecsneB. KoHTponb coOM0qeHHsT CPOKOB ICHCTBHS KIFOUEBOM MH(POpPMALIUU

CY ViPNet u cBoeBpeMeHHOCTH €€ OOHOBJICHHUS OCYIIECTBISETCS TPYIoil anMuuuctparopoB Y KII.

7.5 Komnpomeranuss  KJw04YeBoid uHpopManuu, CcMeHa KJIW4Yed Mpu

KOMIIpOMETAIUH

ITog xommpoMeranuen KIro4eld IOHMMAETCs yTpaTa JOBEpUs K TOMY, YTO HCIOJIb3yEeMblIe
KJII04YM 00€ecTeurBaroT 6€30MacHOCTh HH(OPMAIIHH.

CoObiTus, kBanmuuUIMpyeMble Kak (PaKT KOMIpOMETAallMU KIIOYeH, OmpenenstoTcs
pernmamMeHToM O€30MacCHOCTH 3KCIUIyaTUPYIOIIEH OpraHu3alid, B YbEM BEIEHHUU HAXOIATCS

aJMMHMCTpaTUBHBIE pecypchl cetu ViPNet.

7.5.1 Komnpomeranus kiaroda Il mosas3oBares

[Tpu xomnpomeranuu kiaroua 11 monb3oBarens anmunuctparopy YKL tpebyercs mpoBecT
CTaHJApPTHYIO TPOIENypy aHHynupoBaHus cepTudukara. [lombp3oBarento HEOOXOAUMO YIAIHThH
KOHTelHep ¢ kimouoM Ol u kimrodyom nposepku D11, B ciaydae ecnu KIr04M XpaHATCS HA YCTPOUCTBE,
ero TpeOyercs oropmarrupoBats. [locie 3Toro noap30BaTeN0 HYKHO 00PATUTHCS K aIMUHUCTPATOPY

VYKIJ c 3anpocom Ha BbAauy HoBoro kitoua I, kimroua nposepku 11 u ceprudukara.

7.5.2 KomnpomeTranus Kiao4eil moJib30BaTe sl H KJI0Yeil y3ia

Eciu kmroun y3J1Ia CKOMIIPOMCTUPOBAHBI, TO KIIOYHW IOJIb30BATCIIA TAKXKC CUHUTAIOTCA
CKOMIIPOMETHPOBAHHBIMH.

[Tpu xoMIIpoMeTaITK KITFOUYEH TTOJIB30BATENSI M KITFOUEH y371a HE0OX0IMMO:

1. Ynamuts B ViPNet LIYC y4erHyto 3anuch CKOMIPOMETHPOBAHHOTO y3J1a OJIb30BaTEIIs.
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2. ChopmupoBarh Ui IMOJIb30BaTelss HOBYIO ydeTHyro 3amuch (B ViPNet IIVC), HoBbIit
nuctpuoyTuB kirodert (B ViPNet YKII) u pa3BepHyTh €ro Ha y3Iie.
3. OCTalbHBIM CBSI3aHHBIM y3JIaM CETH YBEJIMYUTh HOMEpP BapHUaHTa KIOUEH W OTIPABUTH

HoBbIe Koy 3 ViPNet VKII Ha y3751.
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Cnucok 10KyMEHTOB

. ViPNet Lentp ynpasneuus cetbio 4. PykoBoacTBo agmunuctparopa, ®PKE.00109-07 32

01.

. ViPNet VYgaocroBepsirommii U KitoueBoil 1eHTp 4. PykoBOACTBO aAMHHHCTpaTOpa,

®PKE.00109-07 32 02.

. MHCTpYyKIIMs 00 OpraHu3aiuu U OOECIeYeHHH O€30MacHOCTH XpaHEHHUs, 00paboTKH M

nepesavy 1Mo KaHajaM CBS3H C MCIOJIb30BAaHHUEM CPEICTB KpUNTOrpaduuecKoil 3auiuThl
uH(pOpMaIIMK C OTPAaHUYCHHBIM JOCTYIIOM, HE COJIEpKalllei CBEICHMM, COCTaBIISIOIINX
TrOCYyJapCTBEHHYIO TaliHy, yTBEp)KACHHas mpukazoM DenepasbHOro areHTCTBa
NIPaBUTEILCTBEHHOH CBsi3U U nH(popMmaru npH Ilpesunente Poccuiickoit @enepanyu ot
13 urons 2001 r. Ne 152.

ViPNet Client 4. PykoBoactso nonb3oBaresst, ®PKE.00116-05 34 01.

ViPNet CSP 4.4. PykoBoactBo nosbk3oBarensi, ®PKE.00106-09 34 01.

ViPNet SysLocker. PykoBonctBo nons3oBareins, DPKE.00158-01 34 01.

[Tporpammusrii komiieke ViPNet Client 4. @opmynsip ®PKE.00116-05 30 01 @O.
ViPNet [lenoBas nouta 4. PykoBoactBo nmonb3obarens, PKE.00116-05 34 03.
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Coxkpamenusi 1 0003HAYEHUA

HCJI — HECAHKIIMOHUPOBAHHBIN JOCTYT

oC - ONepalvOHHas CUCTEMA

[IK - IIPOrPaMMHBIN KOMILIEKC

1o - MIPOrpaMMHOE 0OecTieueHUE

PHIIK - pe3epBHBIN HA0OP MEPCOHABHBIX KIHOUEH
CK3H1 CPEICTBO KPUMTOTPAPUICCKON 3aITUThI HHPOPMALITUH
CoK cpena GyHKIIMOHUPOBAHUS KPUIITOCPEICTBA
cy - CETEBOM y3eI

TC - TEXHUYECKOE CPEJICTBO

YKII - VY 1ocToBepAOMINI U KIHOYEBOM LIEHTP
aycC - LlenTp yrpaBiieHUS CETHIO

Ol - AJIEKTPOHHAs MOIKChH
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HPUJIOXKEHMUE 1

IIporokoa

KOHTpoJbHOIT mpoBepku ViPNet Client

« » 20 T.

ViPNet Client ycranosien

HauMCHOBAHHEC MMOAPa3aCICHUA

1o aapecy

B COOTBCTCTBHHU C 3KCHJIyaTaIlI/IOHHO-TGXHI/I‘-IGCKOI\/JI IIOKYMGHTaLII/IGf/'I M BBCACH B OKCILTyaTallHIoO.

B rioMeniennn Ne

AKT 0 BBOJI€ B 3KCIUTyaTanuro Ne oT

CocTtaB ¥ pe3ysbTaThl IPOBEPOK U KOHTPOJIBHBIX TECTOB:
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Onucanne neicTBU

O>xu1aeMblil pe3yapTaT

Pesynbrar (+/-)

3arpy3ka OC ¢ npoBeieHHeEM
ayTeHTH(UKAIIUY TI0Tb30BaTEIIs
ViPNet

3arpyska OC u [10 ViPNet Client

IIpoBepka Hactpoek 110

Hactpoiiku 11O cooTBETCTBYIOT
TpeOOBaHUSM

Bxon B pexxuM aaMHHHCTpaTOpa
CETEBOrO y3J1a

[Tepexon I1O B pexxum pabOThI
aJIMMHHCTpaTOpa CETEBOTO y3Ja

ITpoBepka sxypHaia COOBITHI
ViPNet Client/Coordinator

OTcyTCcTBHE B )KypHaJe COOBITHI
HECaHKLMOHUPOBAHHOTO U3MEHEHHUS
HACTPOEK CETEeBBIX (PUIBTPOB,
npusHakoB HC/I, aBapuitHbix
3aBepuieHuit padbotsl [10

[TpoBepka xypHalia perucTpauu
IP-mtakeToB

OTtcyTcTBUE B )KypHAJIE MPU3HAKOB
CEeTEeBbIX aTakK, MHpOpMALUU O
nponycke IP-makeroB Ha 3anpenieHHbIe
ceTeBbIMU (DUIIbTPaMHU ajipeca
(IpOTOKOIIBI)

IIpoBepka coeAMHEHNS C BUIUMBIMHU
y3JIaMM 3allUILIEHHON CETH

Hanuuue coobuienuii o 10CTyIHOCTH
CETEBBIX y3JIOB

ITpoBepka coeIMHEHUs C BUIUMBIM
Y3JI0M 3alIUIIEHHON CETH, KOTOPBIN
yKa3aH B GpuibTpe, 6JI0KHpyoLemM
npoxoxaenue [P- maketon

— Hanunuue cooOmmenuii o
HEJOCTYIMHOCTH CETEBOTO y3IIa.

— Hanuuue undopmaniuu B xxypHane
IP-nmakeToB 0 6110KUpPOBKE
IP-makeToB, nepenaBaeMbIx
JTAaHHOMY Y311y

ITpoBepka coenuHeHus

(ping nnn.nnn.nnn.nnn) ¢ OTKPBITHIM
Y3JI0M C HE3apPETUCTPUPOBAHHBIM
azipecom

— OrTcyTcTBHE OTBETA OT Yy3IIa.

— Hannune undopmanuu B xypHaie
IP-maketoB o O1okupoBke [P-nakeTos,
IIepe1aBaeMbIX 110 JAHHOMY aJIpecy

1. Hacrpoiika ceTeBoro ¢puibTpa,
OJIOKMPYIOIIETO MTPOXOKICHHE
IP-makeToB B paMKax OTACIBHOTO
nportokoia (Hanpumep, [CMP)
JUIsl KOHKPETHOTO y3J1a
3aUIMIIEHHON CETH.

2. IIpoBepka COeTUHEHUS C y3JIOM
M0 IAHHOMY MPOTOKOIY

(Hammpumep, ping)

— OrcyTcTBHE OTBETA OT y37a.

— Hanuuue undopmainu B )KypHaie
IP-makeToB 0 6110KUpPOBKE
IP-makeToB, nepenaBaeMbIX B
pamKax BBIOPaHHOTO POTOKOJIa
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1. Hacrpoiika ceTeBoro ¢puibTpa,
OJIOKMPYIOIIETO MPOXO0XKICHUE
IP-nakeToB B paMKax OTACIBHOTO
nporokoia (Hanpumep, UDP) nis
BCEX Y3JIOB 3alMILECHHON CETH.

2. IlpoBepka cCoeTUHEHUS C OJTHUM
U3 Y3JI0B 3aIIUIIICHHON CeTH 10
JAHHOMY IPOTOKOITY (HAarpumep,
NIPOBEPKA COCIMHEHUS)

— Hanunuue cooOmmenui o
HEJIOCTYITHOCTH CETEBOTO y3JIa.

— Hanuune undopManuu B )KypHaje
IP-nakeToB 0 OJI0KUpPOBKE
IP-nakeroB, nmepenaBaeMbIX
TAaHHOMY Y31y

1. Hacrpoiika ceTeBoro ¢puibTpa,
pa3peLIAoLIEro MPOX0XKICHHE
IP-nmakeToB B pamMKax OTAEIbHOTO
nportokoia (Hanpumep, ICMP)
JUISL BCEX Y3JIOB OTKPBITOM CETH.

2. IIpoBepka CBsi3U € JTIOOBIM
OTKPBITHIM Y3JIOM I10 JAHHOMY
MPOTOKOIY (Hampumep, ping)

— Hanuuue oTBera ot y31a.

— Hanuuue undopmanuu B )xypHaie
IP-nakeroB o npoxoxaenun IP-
MaKeTOB, IMIEPEIABACMBIX 110
JTAHHOMY aJipecy

ITpoBepka coeMHEHUs C
OTKPBITBIMHU y3JIaMHU C
3aperuCTPUPOBAHHBIMHU a/IpECaMu B
paMKax pa3penieHHOro NpoToKosa

HonyquI/Ie OTBCTA OT y3JI0B

ITpoBepka coequHEHUS C
OTKPBITBIMHU y3JIaMHU C
3aperucCTpUPOBaHHBIMU aJpecaMu B
paMKax 3alpelieHHOro MPOTOKOIa

OTCYTCTBI/IG OTBCTA OT Yy3JIOB

OTtnpaBka 3amu@poBaHHOTO U
MOJIMCAHHOTO MTUChbMa apecaTaM B
nporpamme ViPNet JlenoBas moura

— OrmpaBka nucpMa.
— IlonyuyeHne KBUTAHLIMM O JOCTABKE
(mpourteHun)

KoHTpos xypHaioB
ABTOIPOIIECCHHTA B TIPOTPaMMe
ViPNet /IenoBas mouta

OtcyrcTBUE cO0EB B paboTe NMpaBui
aBTOIIPOLIECCHHTA

AnmuHHICTpaTOp 06€30MacHOCTH

n n 20 T.

Ilone3oBarenn

20
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HPUJIOXKXEHUE 2

Tunosoit nepeuenp ucnonaseMbix Moayaeir OC Windows u pa3enoB peectpa, Mo IexkKaIimx
KOHTPOJIIO HCIIOCTHOCTHU

IlepeueHb UCTIOTHAEMBIX MOJYJICH:
\windows\apppatch\acgenral.dll
\windows\explorer.exe
\windows\system32\activeds.dll
\windows\system32\actxprxy.dll
\windows\system32\adsldpc.dll
\windows\system32\advapi32.dll
\windows\system32\advpack.dll
\windows\system32\alg.exe
\windows\system32\apphelp.dll
\windows\system32\atl.dll
\windows\system32\audiosrv.dll
\windows\system32\authz.dll
\windows\system32\autochk.exe
\windows\system32\basesrv.dll
\windows\system32\batmeter.dlI
\windows\system32\bootvid.dll
\windows\system32\browser.dl|
\windows\system32\browseui.dll
\windows\system32\cabinet.dll
\windows\system32\certcli.dll
\windows\system32\clbcatq.dll
\windows\system32\clusapi.dll
\windows\system32\cnbjmon.dll
\windows\system32\colbact.dll
\windows\system32\comctl32.dll
\windows\system32\comdlg32.dll
\windows\system32\comres.dll
\windows\system32\comsvcs.dll
\windows\system32\credui.dll
\windows\system32\crypt32.dll
\windows\system32\cryptdll.dil
\windows\system32\cryptsvc.dll
\windows\system32\cryptui.dil
\windows\system32\cscdll.dll
\windows\system32\cscui.dll
\windows\system32\csrsrv.dll
\windows\system32\csrss.exe
\windows\system32\ctfrnon.exe
\windows\system32\davcint.dll
\windows\system32\dhcpcsvc.dll
\windows\system32\dmserver.dlI
\windows\system32\dmusic.dll
\windows\system32\dnsapi.dll
\windows\system32\dnsrslvr.dll
\windows\system32\dpcdll.dll
\windows\system32\drprov.dll
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\windows\system32\dssenh.dll
\windows\system32\ersvc.dll
\windows\system32\es.dll
\windows\system32\esent.dll
\windows\system32\eventlog.dll
\windows\system32\framebuf.dll
\windows\system32\gdi32.dll
\windows\system32\hal.dll
\windows\system32\hnetcfg.dll
\windows\system32\icaapi.dll
\windows\system32\icmp.dlI
\windows\system32\imagehlp.dll
\windows\system32\imapi.exe
\windows\system32\inetpp.dll
\windows\system32\iphlpapi.dll
\windows\system32\ipnathlp.dll
\windows\system32\kbdru.dll
\windows\system32\kbdus.dl|
\windows\system32\kdcom.dll
\windows\system32\kerberos.dll
\windows\system32\kernel32.dll
\windows\system32\linkinfo.dll
\windows\system32\Imhsvc.dll
\windows\system32\localspl.dll
\windows\system32\lsasrv.dll
\windows\system32\lsass.exe
\windows\system32\mfc42.dll
\windows\system32\midimap.dlI
\windows\system32\mnmdd.dl|
\windows\system32\mpr.dll
\windows\system32\mprapi.dll
\windows\system32\msacm32.dll
\windows\system32\msasnl.dll
\windows\system32\msctf.dll
\windows\system32\msgina.dll
\windows\system32\msi.dll
\windows\system32\msidle.dlI
\windows\system32\msimg32.dl|
\windows\system32\msisip.dll
\windows\system32\mspatcha.dll
\windows\system32\msprivs.dll
\windows\system32\mstask.dl|
\windows\system32\mstlsapi.dll
\windows\system32\msutb.dl|
\windows\system32\msvI_0.dll
\windows\system32\msvcp60.dll
\windows\system32\msvcrt.dll
\windows\system32\mswsock.dl|
\windows\system32\msxml3.dll
\windows\system32\mtxclu.dll
\windows\system32\ncobjapi.dll



39
®PKE.00116-05 99 01 IIT

\windows\system32\nddeapi.dll
\windows\system32\netapi32.dll
\windows\system32\netcfgx.dll
\windows\system32\netlogon.dll
\windows\system32\netman.dl|
\windows\system32\netmsg.dl|
\windows\system32\netrap.dl|
\windows\system32\netshell.dll
\windows\system32\netuiO.dll
\windows\system32\netuil.dll
\windows\system32\ntdil.dll
\windows\system32\ntdsapi.dll
\windows\system32\ntlanman.dll
\windows\system32\ntmarta.dll
\windows\system32\ntoskrnl.exe
\windows\system32\ntshrui.dll
\windows\system32\odbc32.dlI
\windows\system32\odbcint.dll
\windows\system32\ole32.dll
\windows\system32\oleacc.dll
\windows\system32\oleaut32.dll
\windows\system32\pautoenr.dll
\windows\system32\pjimon.dll
\windows\system32\powrprof.dll
\windows\system32\profmap.dll
\windows\system32\psapi.dll
\windows\system32\psbase.dl|
\windows\system32\pstorsvc.dll
\windows\system32\rasadlilp.dll
\windows\system32\rasapi32.dll
\windows\system32\raschap.dll
\windows\system32\rasdlg.dll
\windows\system32\rasman.dll
\windows\system32\rastls.dll
\windows\system32\regapi.dll
\windows\system32\regsvc.dll
\windows\system32Vresutils.dll
\windows\system32\riched20.dll
\windows\system32\rpcrt4.dll
\windows\system32\rpcss.dll
\windows\system32\rsaenh.dll
\windows\system32\rtutils.dll
\windows\system32\rundl132.exe
\windows\system32\samlib. dl|
\windows\system32\samsrv.dll
\windows\system32\scecli.dll
\windows\system32\scesrv.dll
\windows\system32\schannel.dll
\windows\system32\schedsvc.dll
\windows\system32\seclogon.dll
\windows\system32\secur32.dll



40
®PKE.00116-05 99 01 IIT

\windows\system32\sens.dll
\windows\system32\services.exe
\windows\system32\setupapi.dll
\windows\system32\sfc.exe
\windows\system32\sfc_os.dll
\windows\system32\sfcfiles.dll
\windows\system32\shdoclc.dll
\windows\system32\shdocvw. dll
\windows\system32\shell32.dll
\windows\system32\shfolder.dll
\windows\system32\shimeng.dl|
\windows\system32\shlwapi.dll
\windows\system32\shsvcs.dll
\windows\system32\smss.exe
\windows\system32\spoolss.dlI
\windows\system32\spoolsv.exe
\windows\system32\srsvc.dll
\windows\system32\srvsvc.dll
\windows\system32\ssdpapi.dll
\windows\system32\ssdpsrv.dll
\windows\system32\stobject.dll
\windows\system32\svchost.exe
\windows\system32\sxs.dll
\windows\system32\tapi32.dll
\windows\system32\tcpmon.dll
\windows\system32\termsrv.dl|
\windows\system32\themeui.dll
\windows\system32\trkwks.dll
\windows\system32\twext.dll
\windows\system32\umpnpmgr.dll
\windows\system32\upnp.dll
\windows\system32\urimon.dll
\windows\system32\usbmon.dll
\windows\system32\user32.dll
\windows\system32\userenv.dll
\windows\system32\userinit.exe
\windows\system32\uxtheme.dll
\windows\system32\version.dll
\windows\system32\vga.dll
\windows\system32\vga256.dll
\windows\system32\vga64k.dll
\windows\system32\vssapi.dll
\windows\system32\w32time.dl|
\windows\system32\watchdog.sys
\windows\system32\wbem\esscli.dll
\windows\system32\wbem\fastprox.dll
\windows\system32\wbem\ncprov.dll
\windows\system32\wbem\repdrvfs.dll
\windows\system32\wbem\wbemcomn.dll
\windows\system32\wbem\wbemcons.dll
\windows\system32wbem\wbemcore.dll
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\windows\system32\wbem\wbemess.dll
\windows\system32\wbem\wbemprox.dll
\windows\system32\wbem\wbemsvc.dll
\windows\system32\wbem\wmiprvsd.dil
\windows\system32\wbem\wmisvc.dll
\windows\system32\wbem\wmiutils.dll
\windows\system32\wdigest.dll
\windows\system32\webcheck.dll
\windows\system32\webclint.dll
\windows\system32\win32k.sys
\windows\system32\wm32spl.dlI
\windows\system32\winhttp.dll
\windows\system32\wminet.dll
\windows\system32\winlogon.exe
\windows\system32\winmm.dl|
\windows\system32\winrnr.dll
\windows\system32\winscard.dll
\windows\system32\winspool.exe
\windows\system32\winsrv.dll
\windows\system32\winsta.dll
\windows\system32\wintrust.dll
\windows\system32\wkssvc.dll
\windows\system32\wldap32. dll
\windows\system32\wInotify.dll
\windows\system32\wmi.dl|
\windows\system32\ws2_32.dlI
\windows\system32\ws2help.dll
\windows\system32\wscsvc.dll
\windows\system32\wshext.dll
\windows\system32\wshnetbs.dll
\windows\system32\wshtcpip.dll
\windows\system32\wsock32.dll
\windows\system32\wtsapi32.dll
\windows\system32\wuauclt.exe
\windows\system32\wuaueng.dll
\windows\system32\wuauserv.dll
\windows\system32\wups.dll
\windows\system32\wzcsapi.dll
\windows\system32\wzcsvc.dll
\windows\system32\xpob2res.dil
\windows\system32\xpsp2res.dll

\ntldr

\ntdetect.com

ITepeuensb pa3nenoB peectpa:

HKLM\System\CurrentControlSet\Control

HKLM\System\CurrentControlSet\Services

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Userinit
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Shell
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shared TaskScheduler
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HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellServiceObjectDelayLoad
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellExecuteHooks
HKLM\Software\Microsoft\Windows\CurrentVersion\Shell Extensions

JomnonauTtensHO A1 wiarGopmbl Winb4:
\Windows\SysWOW64



43

®PKE.00116-05 99 01 IIT

Jlucr peructpauuy U3MEHEHH

Howmepa nucros

=
(cTpanui) = o 2 o
< O © H
S o S =z g
x| & E S B
Uzm. v 3 ~ O T o 5
3 E = 2 i Homep noxymenra = E{ = ITopnucs JHara
jant Jus) < =&
5 | E|Z|E| 28 52 g
= jon) o = = m e a @
[5) 5} = E o X = o
2 2 | B M 8 =
= M jas) Q o
g m
1. 7,15, 31, 42 ®PKE.00116.FB.1-2021 3epenes E. [O. 15.06.2021
42 - |- |-
5 B Bee |- |- |_ ®PKE.00116.FB.2-2023 Coprrankopa C. 03.07.2023
3 _ Bee [— |- |- ®PKE.00116.FB.3-2024 Jlonatuenko B. A. |18.06.2024
4 - Bee |- |- |- ®PKE.00116.FB.4-2024 Jlomatuenko B. A. |08.10.2024

© AO «MudoTeKCy», 2021




	1 Общие положения
	1.1 Состав программных средств ПК ViPNet Client
	1.2 Требования к составу технических средств и операционным системам
	1.3 Дополнительное ПО

	2 Разграничение полномочий в сети ViPNet
	2.1 Группа администраторов безопасности
	2.2 Группа администраторов ЦУС
	2.3 Группа администраторов УКЦ

	3 Требования к размещению технических средств
	4 Установка и ввод в эксплуатацию ПК ViPNet Client
	4.1 Порядок распространения и учета ПК ViPNet Client
	4.2 Установка ПК ViPNet Client
	4.3 Ввод в эксплуатацию
	4.4 Требования к настройкам ПК ViPNet Client
	4.5 Регистрация пользователей и СУ в сети ViPNet

	5 Эксплуатация ПК ViPNet Client
	5.1 Контроль целостности ТС и ПО
	5.2 Контроль работоспособности и соблюдения правил эксплуатации
	5.3 Обновление ПК ViPNet Client
	5.4 Восстановление работоспособности при сбоях, действия в нештатных ситуациях, связанных с использованием СКЗИ

	6 Организационно-технические и административные мероприятия по защите от НСД при использовании ПК ViPNet Client
	6.1 Общие положения
	6.2 Организация работ по защите от НСД
	6.3 Требования по защите от НСД при эксплуатации ПК ViPNet Client

	7 Ключевая информация
	7.1 Состав ключей, аутентификация
	7.2 Требования по хранению ключей
	7.2.1 Дистрибутивы ключей
	7.2.2 Персональные ключи пользователей
	7.2.3 Резервные наборы персональных ключей

	7.3 Удаление ключей
	7.4 Плановая смена и обновление ключей
	7.5 Компрометация ключевой информации, смена ключей при компрометации
	7.5.1 Компрометация ключа ЭП пользователя
	7.5.2 Компрометация ключей пользователя и ключей узла


	Список документов
	Сокращения и обозначения
	Приложение 1
	Приложение 2

